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ABSTRACT

The rapid advancement of wearable artificial intelligence technologies has transformed the
manner in which individuals interact with digital information and their surrounding environment.
Al-powered smart glasses, equipped with features such as real-time image recognition, facial
identification, voice assistance, cloud-based processing, and continuous recording capabilities,
have emerged as a significant innovation in the field of consumer technology. While these
devices offer substantial benefits in communication, accessibility, navigation, and productivity,
they simultaneously raise profound concerns regarding privacy, autonomy, and informed
consent. Unlike traditional recording devices, smart glasses possess a discreet form factor that
allows users to capture, process, and transmit personal data with minimal visibility, often without
the knowledge or consent of individuals in proximity.

This paper examines the legal and ethical implications of Al-powered smart glasses through the
lens of privacy rights and bystander consent. It critically analyses how existing legal frameworks
struggle to address the unique challenges posed by wearable Al technologies, particularly
concerning covert data collection, facial recognition, biometric surveillance, and cloud-based
processing of personal information. The study further explores the concept of “bystander
privacy,” emphasizing the inadequacy of conventional consent mechanisms in public and semi-
public spaces where individuals may unknowingly become subjects of data collection.

By evaluating contemporary data protection regimes, including the European Union’s General
Data Protection Regulation (GDPR), emerging Al governance models, and relevant privacy
jurisprudence, this research identifies significant regulatory blind spots that permit the erosion of
informational privacy. The paper argues that existing legal protections are insufficient to address
the unprecedented surveillance capabilities of Al-enabled wearables and proposes a rights-based
regulatory framework emphasizing transparency, informed consent, accountability, privacy-by-
design, and technological safeguards. Ultimately, the study seeks to contribute to the evolving
discourse on balancing technological innovation with the protection of fundamental privacy
rights in the age of pervasive artificial intelligence.
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1. Introduction

The emergence of Artificial Intelligence (Al) has significantly transformed modern technological
ecosystems, reshaping the way individuals interact with information, devices, and one another.
Among the latest developments in this field is the advent of Al-powered smart glasses, a
category of wearable technology that combines augmented reality, machine learning, computer
vision, and cloud computing into a compact and unobtrusive device. Unlike traditional
smartphones or cameras, smart glasses enable users to capture, analyse, and process information
from their surroundings in real time, often without drawing attention to the recording process.
While these innovations promise enhanced accessibility, communication, navigation, and
productivity, they simultaneously create unprecedented challenges for privacy protection and
data governance.

The increasing deployment of Al-powered smart glasses has sparked significant concerns
regarding surveillance, biometric data collection, facial recognition, and the erosion of personal
autonomy. The unique capability of these devices to continuously collect and process
information raises questions about whether existing legal frameworks are adequate to safeguard
individuals who may unknowingly become subjects of data collection. Particularly concerning is
the issue of bystander consent, as individuals in public or semi-public spaces often have little or
no knowledge that their images, voices, or behavioural data are being captured and analysed by
Al systems.

This research examines the intersection of privacy rights, informed consent, and regulatory
governance in the context of Al-powered smart glasses. It seeks to identify the legal gaps and
regulatory blind spots that have emerged due to the rapid evolution of wearable Al technologies
and to propose solutions that balance technological innovation with the protection of
fundamental rights.

1.1 Background and Evolution of AI-Powered Smart Glasses

The concept of wearable computing dates back several decades, with early attempts focusing on
portable devices that could augment human - capabilities  through technology. However,
significant advancements in miniaturization, wireless communication, artificial intelligence, and
cloud computing have transformed wearable devices into sophisticated digital assistants capable
of interacting with users and their environments in real time.

One of the earliest commercially significant attempts to introduce smart glasses was the launch
of the Google Glass in 2013.! Although innovative, Google Glass faced widespread criticism due
to concerns regarding covert recording and privacy violations. The backlash demonstrated
society’s unease with technologies capable of unobtrusively collecting visual and auditory
information from surrounding individuals.

The scale of this backlash was considerable: numerous bars, restaurants, and casinos across the
United States, including the 5 Point Cafe in Seattle, publicly announced bans on the device
within months of its limited release, citing the risk of unannounced recording of patrons. Google

1 Google LLC, Google Glass Privacy Principles.




Volume 3 — Issue 3 Journal of Multi-Disciplinary Legal Research ISSN: 2582-9947

ultimately discontinued the consumer Explorer Edition in January 2015, a decision widely
attributed to persistent public unease rather than to any single technical failure.’

The development of wearable technology did not stop with Google Glass. Advances in Al and
machine learning enabled the creation of more sophisticated smart glasses capable of object
recognition, speech translation, navigation assistance, and contextual information retrieval.
Modern devices such as the Ray-Ban Meta Smart Glasses integrate powerful Al assistants,
voice-controlled functions, real-time image analysis, and cloud-based processing systems. These
devices can answer questions about the user’s surroundings, identify objects, provide directions,
and even generate contextual responses based on captured images.

The evolution of smart glasses reflects a broader technological shift from passive data collection
to active environmental interpretation. Unlike traditional wearable devices that primarily track
the user’s activities, Al-powered smart glasses observe, analyze, and interpret the surrounding
environment. Consequently, the privacy implications extend beyond the user and affect
bystanders who may have no direct relationship with the device. This transformation has created
a pressing need to reassess legal doctrines governing privacy, consent, and surveillance in the
digital age.

1.2 Rise of Wearable Artificial Intelligence

The emergence of wearable artificial intelligence represents the convergence of Al technologies
with everyday consumer devices. Wearable Al refers to intelligent systems embedded within
devices worn on the body, enabling continuous interaction between humans and machine-
learning algorithms. Smart glasses constitute one of the most advanced forms of wearable Al due
to their ability to combine visual perception, audio processing, natural language understanding,
and cloud-based intelligence.

Several technological developments have contributed to the rise of wearable Al First,
improvements in computer vision have enabled devices to recognize faces, objects, locations,
and text with remarkable accuracy. Second, advances in natural language processing allow users
to interact with Al assistants through voice commands, creating seamless human-machine
communication. Third, cloud computing infrastructure enables complex computational tasks to
be performed remotely, reducing the need for extensive hardware within the device itself.

The popularity of wearable Al has also been driven by consumer demand for convenience and
hands-free access to information. Smart glasses offer practical benefits in various sectors,
including healthcare, education, transportation, law enforcement, and accessibility services for
persons with disabilities. For instance, Al-powered glasses can assist visually impaired
individuals by identifying obstacles and reading text aloud, thereby enhancing independence and
social inclusion.

2 Taylor Soper, ‘Get out, Glasshole: Seattle Geek Kicked Out of Restaurant for Wearing
Google Glass’ (GeekWire, 27 November 2013) <https://www.geekwire.com/2013/seattle-
geek-kicked-restaurant-wearing-google-glass/> accessed 26 July 2026.
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Despite these advantages, wearable Al raises profound legal and ethical concerns. Continuous
data collection and real-time environmental analysis can transform ordinary social interactions
into opportunities for surveillance. Unlike smartphones, which require deliberate activation,
smart glasses can operate passively in the background, making data collection less visible and
more pervasive. As wearable Al becomes increasingly integrated into daily life, questions
regarding transparency, accountability, and consent become central to legal discourse.

The rise of wearable Al thus represents both a technological breakthrough and a regulatory
challenge, requiring lawmakers to develop frameworks capable of protecting individual rights
without stifling innovation.

2. Understanding AI-Powered Smart Glasses

Artificial intelligence has gradually become embedded in everyday technologies, transforming
ordinary devices into intelligent systems capable of interacting with users and interpreting their
surroundings. Among the most significant developments in this field is the emergence of Al-
powered smart glasses, which represent the convergence of wearable technology, artificial
intelligence, augmented reality, and cloud computing. Unlike conventional eyewear, these
devices are designed to do far more than assist vision. They function as portable computing
systems that enable users to access information, communicate, record experiences, and receive
real-time assistance while remaining engaged with their physical environment. By integrating
cameras, microphones, sensors, internet connectivity, and Al-driven software into a wearable
form, smart glasses have created new possibilities for human-computer interaction.

The growing popularity of Al-powered smart glasses reflects a broader shift toward seamless and
unobtrusive technology. Instead of requiring users to constantly look at a smartphone or
computer screen, these devices provide information directly within the user’s field of vision or
through voice-based interactions. As a result, they offer convenience and efficiency across
various sectors, including healthcare, education, business, transportation, and accessibility
services. However, their ability to continuously observe, collect, and process information from
the surrounding environment also raises complex questions concerning privacy, surveillance,
consent, and data governance. Understanding how these devices function and the technologies
that support them is therefore essential for assessing both their benefits and their legal
implications. This section explores the concept, architecture, and operational mechanisms of Al-
powered smart glasses, highlighting the ways in which they are reshaping interactions between
technology, individuals, and society.

2.1 Concept and Features of Smart Glasses

Smart glasses can be understood as wearable computing devices designed in the form of
traditional eyeglasses but enhanced with advanced digital capabilities. At their core, these
devices aim to provide users with access to information and technological assistance without
requiring them to use handheld devices. While conventional glasses primarily serve the purpose
of vision correction or eye protection, smart glasses incorporate sophisticated hardware and
software systems that enable a wide range of interactive functions. The integration of cameras,
microphones, speakers, sensors, wireless connectivity, and artificial intelligence allows these
devices to perform tasks that extend far beyond the capabilities of ordinary eyewear.
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One of the defining features of smart glasses is their ability to facilitate hands-free interaction.
Users can access information, issue commands, answer questions, and perform various tasks
through voice commands or gesture controls. Many modern smart glasses include built-in
cameras capable of capturing photographs and videos from the wearer’s perspective, creating a
first-person recording experience. Some models are equipped with augmented reality displays
that overlay digital information onto the user’s real-world environment, enabling navigation
assistance, instant translations, notifications, and contextual guidance.

Another important characteristic of smart glasses is their ability to operate continuously
throughout the day. Unlike smartphones, which require users to actively remove them from their
pockets and interact with screens, smart glasses remain constantly accessible. This continuous
accessibility enhances convenience but also creates opportunities for persistent data collection
and environmental observation. Modern Al-powered smart glasses can recognize objects,
identify landmarks, read text, provide language translations, and even assist users in making
decisions based on information gathered from their surroundings.> As technology continues to
advance, smart glasses are increasingly evolving into intelligent companions capable of
providing personalized support and real-time insights. However, the same features that make
these devices attractive also raise concerns regarding surveillance and privacy, particularly when
individuals are recorded or analysed without their knowledge.

2.2 Integration of Artificial Intelligence and Wearable Devices

The transformative potential of smart glasses largely stems from the integration of artificial
intelligence into wearable technology. Artificial intelligence enables these devices to move
beyond simple recording and display functions by allowing them to interpret, analyze, and
respond to information gathered from the surrounding environment.* Rather than merely acting
as passive tools, Al-powered smart glasses function as active systems capable of understanding
contexts, recognizing patterns, and assisting users in real time.

This integration is made possible through several branches of artificial intelligence, including
machine learning, computer vision, natural language processing, and speech recognition
technologies. Computer vision allows smart glasses to interpret visual information captured by
embedded cameras, enabling them to identify objects, recognize faces, detect text, and
understand environmental conditions. Natural language processing enables users to communicate
with Al assistants through spoken language, making interactions more intuitive and accessible.
Machine learning algorithms continuously improve device performance by learning from user
behavior and adapting responses based on previous interactions.

The combination of wearable technology and artificial intelligence creates a highly personalized
user experience. Smart glasses can provide contextual recommendations, anticipate user needs,
and deliver information precisely when it is required. For example, a user walking through a city
may receive real-time navigation assistance, while another individual may use the device to

3 Meta Ray-Ban Smart Glasses Privacy Guide; Woodrow Hartzog, Privacy’s Blueprint.

4 Luciano Floridi, The Ethics of Information (Oxford University Press, 2013); OECD, Al
Principles.
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translate foreign languages instantly during conversations. In healthcare settings, Al-powered
smart glasses can support medical professionals by displaying patient information or procedural
guidance directly within their field of vision.

Despite these advantages, the integration of Al introduces significant legal and ethical concerns.
Artificial intelligence relies heavily on data collection and analysis to function effectively.
Consequently, smart glasses frequently gather information not only about their users but also
about individuals within their surroundings. This continuous flow of data raises concerns
regarding informed consent, algorithmic bias, surveillance, and accountability. As Al becomes
increasingly embedded within wearable devices, ensuring responsible use and effective
regulation becomes an essential challenge for policymakers and technology developers alike.

2.3 Real-Time Data Collection and Processing

One of the most distinctive features of Al-powered smart glasses is their ability to collect and
process information in real time.” Unlike traditional recording devices that store data for later
review, smart glasses often analyse information as it is being captured. This capability enables
users to receive immediate feedback, recommendations, and assistance based on current
environmental conditions. While this functionality significantly enhances user convenience and
efficiency, it also raises important questions regarding privacy and data protection.

Real-time data collection occurs through a combination of cameras, microphones, motion
sensors, location-tracking technologies, and other embedded components.® These sensors
continuously gather information from the user’s surroundings, including images, sounds,
movement patterns, and spatial data. The collected information is then processed by artificial
intelligence systems that identify relevant details and generate appropriate responses. For
instance, a smart glass device may instantly recognize a building, identify a product, translate
written text, or provide contextual information about a person or location.

The speed at which this process occurs distinguishes Al-powered smart glasses from many
traditional technologies. Information is captured, analysed, and presented within seconds, often
without requiring any visible action from the user. This seamless functionality allows individuals
to interact naturally with their environment while simultaneously benefiting from Al-generated
insights. However, it also creates challenges for individuals who may be unknowingly included
in the data collection process. Unlike visible cameras or recording equipment, smart glasses
often provide little indication that information is being gathered and analysed.

Furthermore, real-time processing significantly increases the volume of personal and
environmental data that can be collected. Every interaction, conversation, facial image, or
movement pattern may potentially become part of an ongoing stream of information. The
possibility of continuous observation has led scholars and privacy advocates to question whether
existing legal frameworks are capable of adequately protecting individuals from excessive or

5> Apple Inc., Apple Vision Pro Privacy Overview.

6 European Data Protection Board, Guidelines on Video Devices; General Data Protection
Regulation (EU) 2016/679, art 4.
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unauthorized surveillance. Consequently, understanding the mechanics of real-time data
collection is crucial for evaluating both the benefits and risks associated with Al-powered
wearable technologies.

2.4 Cloud-Based Al Systems and Data Flows

The sophisticated capabilities of modern smart glasses are often made possible through cloud-
based artificial intelligence systems. Although wearable devices contain some processing power,
many advanced Al functions require computational resources that exceed the capabilities of
compact hardware. To overcome these limitations, smart glasses frequently rely on cloud
computing infrastructures that enable data to be transmitted to remote servers for analysis and
processing. This interconnected system allows devices to perform complex tasks such as facial
recognition, language translation, object identification, and contextual reasoning without
requiring large onboard processors.

The process typically begins when a smart glass device captures information through its sensors.
Images, audio recordings, location data, and other forms of information are then transmitted via
internet connections to cloud-based servers operated by technology companies. These servers use
powerful artificial intelligence models to analyse the data and generate responses, which are
subsequently transmitted back to the device. From the user’s perspective, this process appears
nearly instantaneous, creating the impression that the device itself is performing the analysis.

[Figure: schematic of the data flow from the physical environment through Al-powered smart
glasses to cloud-based Al processing and back to the user.]

Cloud-based processing offers several advantages, including faster performance, continuous
software updates, and access to increasingly sophisticated Al models. It also enables technology
companies to improve their systems by learning from large volumes of user-generated data.
However, the transmission of information to remote servers introduces additional privacy and
security risks. Personal information may be stored for extended periods, shared across multiple
jurisdictions, or accessed by third parties. Questions also arise regarding who owns the collected
data, how long it is retained, and whether individuals have meaningful control over its use.

The global nature of cloud computing further complicates regulatory oversight. Data captured in
one country may be processed or stored in another, creating challenges related to jurisdiction,
compliance, and enforcement. Consequently, cloud-based Al systems have become a focal point
in debates surrounding data protection, digital sovereignty, and privacy rights. Understanding
these data flows is essential for evaluating the broader implications of Al-powered smart glasses
and the responsibilities of organizations involved in their operation.

2.5 Current Market Trends and Technological Developments

The market for Al-powered smart glasses has experienced significant growth in recent years,
driven by advancements in artificial intelligence, increasing consumer interest in wearable
technology, and substantial investments by technology companies. What was once considered a
niche product has gradually evolved into a rapidly expanding sector with applications across
both consumer and professional markets. Improvements in hardware design, battery efficiency,
internet connectivity, and Al capabilities have made smart glasses more practical, affordable, and
appealing to a wider audience.
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Modern smart glasses are increasingly incorporating advanced features such as real-time
language translation, voice-controlled Al assistants, object recognition, navigation support, and
augmented reality experiences. Technology companies are actively competing to develop
devices that seamlessly integrate digital functionality into everyday life while maintaining a
design that resembles conventional eyewear. This focus on discretion and user comfort has
contributed significantly to the growing acceptance of wearable Al technologies.

Beyond consumer applications, smart glasses are gaining traction in industries such as
healthcare, manufacturing, logistics, education, and law enforcement. Medical professionals use
smart glasses for remote consultations and procedural assistance, while industrial workers
employ them for training, maintenance, and operational support. Educational institutions are
exploring their potential for immersive learning experiences, and businesses are utilizing them to
improve productivity and communication.

At the same time, technological developments continue to expand the capabilities of these
devices. Advances in generative Al, multimodal machine learning, and augmented reality are
enabling smart glasses to provide increasingly sophisticated interactions with users and their
environments. However, as functionality increases, so do concerns regarding surveillance,
biometric monitoring, and data exploitation. The current trajectory of technological development
suggests that smart glasses may become as commonplace as smartphones in the future.
Therefore, understanding market trends and emerging innovations is critical for anticipating the
legal, social, and ethical challenges that will accompany the widespread adoption of Al-powered
wearable technologies.

3. Theoretical Foundations of Privacy and Consent

The concepts of privacy and consent form the cornerstone of modern legal systems, particularly
in an era where technological advancements increasingly influence the collection, use, and
dissemination of personal information. As societies become more digitally interconnected,
concerns regarding individual autonomy, personal dignity, and control over personal data have
gained significant prominence. The emergence of Al-powered smart glasses has intensified these
concerns by introducing technologies capable of continuously observing, recording, analyzing,
and transmitting information about both users and non-users. Unlike traditional forms of data
collection, wearable Al devices often operate in a seamless and unobtrusive manner, making it
difficult for individuals to know when they are being monitored or how their information is
being used.

The theoretical foundations of privacy and consent are therefore essential for understanding the
legal and ethical challenges posed by Al-powered smart glasses. Privacy is not merely a matter
of secrecy; it is closely linked to individual freedom, dignity, autonomy, and the ability to control
access to one’s personal information and private life. Similarly, consent serves as a fundamental
mechanism through which individuals exercise control over decisions affecting their rights and
interests. However, emerging technologies challenge traditional understandings of both concepts.
In environments where data can be collected invisibly and analyzed instantaneously, obtaining
meaningful consent becomes increasingly difficult. Consequently, legal scholars, policymakers,
and human rights advocates have begun re-evaluating existing theories of privacy and consent to
determine whether they remain adequate in the context of advanced Al-driven technologies.
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Understanding these theoretical foundations is crucial for assessing the implications of smart
glasses and developing effective legal responses to protect individual rights in the digital age.

3.1 Concept of Privacy in the Digital Age

Privacy has long been recognized as one of the most important values in democratic societies,
serving as a safeguard for personal liberty, human dignity, and individual autonomy.’
Traditionally, privacy was understood primarily in terms of physical spaces, focusing on the
right of individuals to be free from unwarranted intrusion into their homes, personal
relationships, and private affairs. However, the rise of digital technologies has significantly
expanded the scope and complexity of privacy concerns. In the modern world, privacy is no
longer limited to physical spaces but extends to personal information, digital identities, online
activities, communication patterns, and behavioural data generated through interactions with
technology.

The digital age has fundamentally transformed the nature of information collection and
surveillance. Every online interaction, social media activity, internet search, financial
transaction, and location update can generate data capable of revealing intimate details about an
individual’s life. Al-powered technologies have further accelerated this transformation by
enabling the automated collection, processing, and analysis of vast quantities of information. As
a result, privacy has increasingly come to be understood as the ability of individuals to exercise
control over information relating to themselves and to determine how such information is
collected, used, stored, and shared.

The emergence of Al-powered smart glasses presents a unique challenge to the traditional
understanding of privacy. Unlike conventional digital devices that require active user
engagement, smart glasses can continuously observe and interpret the surrounding environment
without attracting attention. Individuals who happen to be within the field of vision of these
devices may unknowingly have their images, conversations, movements, or behaviours recorded
and analysed. This creates a situation where privacy risks extend beyond device users to
encompass anyone who comes into contact with the technology. Consequently, the concept of
privacy in the digital age must.evolve to address not only direct intrusions but also the subtle and
pervasive forms of surveillance enabled by artificial intelligence and wearable technologies.

3.2 Informational Privacy and Data Autonomy

As digital technologies have become increasingly integrated into daily life, the concept of
informational privacy has emerged as a central component of modern privacy discourse.
Informational privacy refers to an individual’s right to control personal information and to
determine how such information is collected, processed, stored, and disclosed. Unlike traditional
notions of privacy that focus on physical intrusion, informational privacy recognizes that
personal data itself has become a valuable and sensitive resource capable of revealing extensive
details about an individual’s identity, habits, preferences, relationships, and activities.

7 Alan Westin, Privacy and Freedom (Atheneum, 1967); Justice K.S. Puttaswamy (Retd.) v
Union of India (2017) 10 SCC 1.
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Closely related to informational privacy is the concept of data autonomy, which emphasizes the
ability of individuals to make independent decisions regarding their personal information. Data
autonomy is grounded in the principle that individuals should have meaningful control over the
collection and use of data concerning them. This includes the right to know what information is
being collected, the purpose for which it is being used, who has access to it, and the ability to
grant or withdraw consent. In many modern legal systems, data autonomy is considered essential
for protecting personal dignity, self-determination, and freedom from exploitation.

The operation of Al-powered smart glasses raises significant concerns regarding both
informational privacy and data autonomy. These devices are capable of collecting a wide range
of information, including facial images, voice recordings, location data, behavioural patterns, and
biometric identifiers. In many cases, this information is gathered not only from users but also
from individuals who have no direct relationship with the device or its manufacturer. Such
bystanders often have little or no opportunity to exercise control over how their information is
collected or processed. Furthermore, the use of cloud-based Al systems means that personal data
may be transmitted, analyzed, and stored across multiple jurisdictions, creating additional
challenges regarding transparency and accountability.

The growing capabilities of artificial intelligence further complicate these issues. Al systems can
infer sensitive information from seemingly innocuous data, creating profiles that reveal personal
characteristics, preferences, or behaviours. As a result, informational privacy and data autonomy
have become increasingly important in discussions surrounding wearable technologies.
Protecting these principles requires not only robust legal safeguards but also technological
measures that ensure individuals retain meaningful control over information relating to their
lives.

3.3 Informed Consent as a Legal Principle

Informed consent is one of the most fundamental principles underlying modern legal systems,
particularly in areas involving personal rights, autonomy, and decision-making. At its core,
informed consent requires that individuals be provided with adequate information regarding an
action or activity that may affect them and be given a genuine opportunity to voluntarily agree or
refuse participation.® The principle is based on respect for human dignity and the belief that
individuals should have control over decisions involving their bodies, personal information, and
private lives. In legal contexts, informed consent serves as a mechanism for ensuring that
individuals are not subjected to actions or processes without their knowledge and voluntary
agreement.

Traditionally, informed consent has been widely applied in fields such as medicine, contract law,
and data protection. In the digital environment, consent often forms the legal basis upon which
organizations collect and process personal information. Data protection laws generally require
individuals to be informed about what information is being collected, the purpose of collection,
and how the information will be used before consent is obtained. The validity of consent depends

8 Daniel ] Solove and Paul M Schwartz, Information Privacy Law (7th edn, Wolters Kluwer
2021).
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upon factors such as transparency, voluntariness, specificity, and the individual’s ability to
understand the consequences of their decision.

However, the operation of Al-powered smart glasses challenges the practical effectiveness of
traditional consent models. Unlike websites or mobile applications that can present users with
privacy notices and consent forms, smart glasses frequently collect information from individuals
who are not users of the device. These bystanders may be unaware that data collection is
occurring and therefore cannot meaningfully consent to or object to the processing of their
information. Even when recording indicators are present, they may not adequately communicate
the nature, scope, or purpose of the data being collected.

The complexity of Al systems further complicates informed consent. Many individuals may not
fully understand how Al algorithms analyze data, generate inferences, or make decisions based
on collected information. Consequently, the mere existence of a consent mechanism does not
necessarily guarantee that consent is genuinely informed. These challenges have led scholars and
regulators to question whether traditional consent-based frameworks remain sufficient in an era
of pervasive surveillance and artificial intelligence. The growing limitations of informed consent
underscore the need for alternative approaches that prioritize transparency, accountability, and
privacy by design.

[Figure: comparison of the traditional consent model (user receives notice, gives consent, data
is processed) with the Al smart glasses environment (bystander receives no notice, gives no
consent, yet data is collected and analysed).]

3.4 The Emerging Concept of Bystander Privacy

The rapid growth of wearable technologies and artificial intelligence has given rise to a relatively
new and increasingly significant concept known as bystander privacy. Traditionally, privacy law
has focused on protecting individuals who directly engage with a service, platform, or
technology. Legal frameworks have generally assumed a relationship between data collectors
and data subjects, where individuals knowingly provide information or interact with systems that
process their personal data. However, Al-powered smart glasses challenge this assumption by
creating situations in which individuals may be affected by data collection despite having no
direct involvement with the technology.

Bystander privacy refers to the privacy interests of individuals who are unintentionally or
indirectly captured by technological systems operated by others. In the context of smart glasses,
bystanders may include pedestrians, customers, employees, students, commuters, or any other
individuals who happen to be within the device’s field of vision or audio range. These
individuals may have their images recorded, voices captured, movements tracked, or biometric
information analyzed without their awareness. Unlike traditional data subjects, bystanders often
lack any meaningful opportunity to provide consent, access information about data processing
activities, or exercise control over the use of their personal information.

The emergence of bystander privacy reflects a broader shift in the nature of surveillance. Modern
technologies increasingly blur the distinction between observers and observed, making it
possible for ordinary individuals to engage in sophisticated forms of data collection previously
associated only with governments or large corporations. Smart glasses equipped with facial
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recognition capabilities, real-time object identification, and cloud-based Al systems amplify
these concerns by enabling continuous environmental monitoring on an unprecedented scale.

From a legal and ethical perspective, bystander privacy raises complex questions regarding
fairness, autonomy, accountability, and the reasonable expectation of privacy in public spaces.
While individuals may expect some degree of observation when participating in public life, they
may not reasonably anticipate being subjected to continuous Al-driven analysis and biometric
profiling. The concept of bystander privacy therefore highlights a significant gap in existing legal
frameworks and emphasizes the need for regulatory approaches that recognize the rights and
interests of individuals who are affected by technology without actively choosing to participate
in its use. As Al-powered wearable devices become more widespread, protecting bystander
privacy is likely to become one of the most important challenges facing privacy law and digital
governance in the coming years.

4. The Unconsented Gaze: Privacy Challenges Posed by Smart Glasses

The emergence of Al-powered smart glasses has fundamentally transformed the relationship
between individuals and digital surveillance. Unlike conventional cameras, smartphones, or
wearable fitness devices, smart glasses are designed to blend seamlessly into everyday life while
continuously observing and interpreting the surrounding environment. Their integration of
artificial intelligence, computer vision, cloud computing, and real-time data processing enables
them to capture, analyze, and respond to information with minimal user intervention. Although
these technological capabilities offer numerous benefits, such as hands-free assistance, enhanced
accessibility, and instant access to information, they simultaneously introduce unprecedented
threats to individual privacy. The discreet appearance of smart glasses makes it difficult for
others to recognize when data collection is taking place, thereby undermining traditional
expectations of notice and consent.

The privacy concerns surrounding Al-powered smart glasses extend far beyond the individuals
who wear them. Every person within the device’s visual or auditory range may unknowingly
become part of a continuous stream of data collection. Cameras embedded within the glasses can
capture facial expressions, body movements, conversations, and environmental details, while
artificial intelligence systems can analyze and interpret this information in real time. Such
capabilities blur the distinction between observation and surveillance, making it increasingly
difficult for individuals to determine when they are being monitored or how their personal
information is being used. The widespread adoption of these devices therefore raises
fundamental questions regarding autonomy, dignity, anonymity, and the reasonable expectation
of privacy in public and semi-public spaces.

Another significant concern arises from the integration of biometric technologies and cloud-
based AI systems. Information collected through smart glasses is often transmitted to remote
servers for processing, where advanced algorithms can generate detailed profiles, identify
individuals, and infer sensitive personal characteristics. These capabilities increase the risk of
mass surveillance, unauthorized data sharing, discriminatory profiling, and long-term
monitoring. Consequently, the privacy challenges posed by Al-powered smart glasses are not
merely technological but also legal, ethical, and societal in nature. Addressing these challenges
requires a careful examination of the specific ways in which smart glasses affect privacy and the
adequacy of existing legal frameworks to regulate their operation.
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4.1 Covert Recording and Invisible Surveillance

One of the most significant privacy concerns associated with Al-powered smart glasses is their
ability to facilitate covert recording and invisible surveillance. Unlike traditional cameras or
smartphones, which generally require visible actions such as raising a device or pressing a
recording button, smart glasses can capture photographs, videos, and audio while appearing
indistinguishable from ordinary eyewear. This discreet design significantly reduces the
likelihood that surrounding individuals will recognize that recording is taking place, thereby
eliminating the social cues that have traditionally alerted people to the presence of surveillance.

The ability to record covertly fundamentally alters the balance between technological
convenience and personal privacy. In everyday situations such as walking through public spaces,
attending meetings, visiting restaurants, or using public transportation, individuals may
unknowingly have their images and conversations captured without any opportunity to object.
Even where recording indicators such as small LED lights are incorporated into the design, they
may be insufficient to provide meaningful notice, particularly in crowded or fast-moving
environments. Consequently, the practical ability of individuals to protect their privacy is
substantially diminished.

Artificial intelligence further amplifies the risks associated with covert recording. Rather than
merely storing images or videos for later viewing, Al systems can instantly analyze recorded
information by identifying faces, recognizing objects, interpreting emotions, and generating
contextual insights. What begins as simple image capture may therefore evolve into sophisticated
surveillance involving automated identification and behavioural analysis. The covert nature of
these activities undermines the principle of informed consent, as individuals remain unaware that
their personal information is being collected and processed.

From a legal perspective, covert recording presents complex challenges regarding privacy rights,
reasonable expectations of privacy, and the limits of lawful surveillance. Existing legal
frameworks often distinguish between public and private spaces, yet Al-powered smart glasses
blur these distinctions by enabling continuous observation regardless of location. As these
devices become more widespread, lawmakers must confront the difficult question of whether
current privacy laws adequately protect individuals from surveillance that is technologically
invisible yet increasingly pervasive.

4.2 Continuous Monitoring in Public and Semi-Public Spaces

The widespread adoption of Al-powered smart glasses introduces the possibility of continuous
monitoring in environments where individuals have traditionally expected a degree of practical
anonymity. Public spaces such as streets, parks, shopping centers, railway stations, airports, and
educational institutions have always involved some level of observation by others. However,
human observation is naturally limited by memory, attention, and physical presence. Al-powered
smart glasses fundamentally change this dynamic by enabling continuous, automated, and
intelligent monitoring capable of recording and analyzing vast amounts of information over
extended periods.

Continuous monitoring differs from isolated acts of observation because it allows information to
be accumulated, linked, and analyzed over time. Every movement, interaction, conversation, or
facial expression captured by smart glasses has the potential to become part of a persistent digital
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record. Artificial intelligence systems can recognize recurring patterns, identify frequently
visited locations, and establish connections between individuals based on repeated observations.
Consequently, activities that appear ordinary when viewed in isolation may reveal highly
sensitive personal information when aggregated over time.

Semi-public environments such as offices, educational institutions, hospitals, restaurants, and
retail establishments present even greater challenges. Individuals entering these spaces often
expect limited observation for security or operational purposes but may not anticipate being
continuously monitored by privately owned wearable devices equipped with advanced Al
capabilities. The absence of clear notification mechanisms means that people may be unaware of
ongoing data collection despite being directly affected by it.

The legal implications of continuous monitoring extend beyond individual privacy to broader
societal concerns regarding freedom of movement, freedom of association, and democratic
participation. When individuals believe that they may be constantly observed and analyzed, they
may alter their behavior to avoid scrutiny, resulting in what legal scholars describe as a “chilling
effect” on fundamental freedoms. Consequently, the capacity of smart glasses to facilitate
continuous monitoring raises important questions regarding proportionality, necessity, and the
limits of technologically enhanced surveillance in democratic societies.

4.3 Facial Recognition and Biometric Data Collection

Among the most controversial capabilities of Al-powered smart glasses is the integration of
facial recognition technology and biometric data collection. Facial recognition systems use
artificial intelligence algorithms to analyze distinctive facial characteristics and compare them
against stored databases in order to identify or verify individuals. Biometric data extends beyond
facial images to include other unique physical and behavioural characteristics such as iris
patterns, voiceprints, gait, and facial expressions. Because these characteristics are unique to
each individual and cannot easily be changed, biometric information is generally regarded as one
of the most sensitive categories of personal data.

The incorporation of facial recognition into wearable devices significantly expands the potential
for surveillance. A user wearing Al-powered smart glasses may be able to identify individuals in
real time, retrieve publicly available information about them, or receive Al-generated contextual
insights without the knowledge of the person being identified. Such capabilities fundamentally
alter ordinary social interactions by introducing invisible layers of digital analysis that are
inaccessible to those being observed.

Biometric data collection raises particularly serious concerns because it involves information that
is permanent and inherently linked to individual identity. Unlike passwords or identification
cards, biometric characteristics cannot easily be replaced if compromised. Unauthorized
collection or misuse of biometric information therefore creates long-term privacy risks, including
identity theft, discriminatory profiling, and unauthorized surveillance. Furthermore, Al systems
trained on large biometric datasets may generate inaccurate or biased results, disproportionately
affect certain demographic groups and reinforce existing social inequalities. This concern is not
merely speculative: a widely cited 2018 benchmark study of several commercial facial-analysis
systems found error rates in classifying darker-skinned women exceeding thirty per cent,
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compared with under one per cent for lighter-skinned men, demonstrating that algorithmic bias
in facial recognition can track existing lines of race and gender.’

From a legal standpoint, biometric data enjoys enhanced protection under many data protection
regimes because of its highly sensitive nature. Nevertheless, existing legal frameworks
frequently focus on organizations that intentionally collect biometric information while paying
insufficient attention to wearable devices capable of incidental or continuous collection. Al-
powered smart glasses therefore expose important regulatory gaps concerning consent,
proportionality, and accountability in relation to biometric surveillance.

4.4 Real-Time Identification of Individuals

The ability of Al-powered smart glasses to identify individuals in real time represents one of the
most transformative and controversial applications of wearable artificial intelligence. Unlike
conventional identification processes that require deliberate searches or manual verification,
modern Al systems can instantly recognize individuals as they enter the camera’s field of vision.
By combining computer vision, facial recognition, internet connectivity, and cloud-based
databases, smart glasses can provide users with immediate information about people in their
surroundings, often within seconds.

Real-time 1dentification fundamentally changes the nature of interpersonal interactions. In
ordinary social settings, individuals typically introduce themselves, establish relationships
gradually, and retain a degree of anonymity when interacting with strangers. Al-powered
identification technologies disrupt these traditional social norms by allowing users to obtain
information about others before any direct interaction occurs. This asymmetry of information
creates significant concerns regarding personal autonomy, fairness, and informed consent.

This risk moved from theory to demonstration in 2024, when two university students paired
commercially available smart glasses with publicly accessible facial-search software to identify
strangers on a university campus in real time, retrieving names, addresses, and family details
within seconds of looking at a person’s face. The developers described the project as a
cautionary demonstration rather than a commercial product, but it confirmed that the technical
barriers to real-time bystander identification are already low enough to be assembled by
individuals outside any corporate or governmental structure. '

The implications of real-time identification extend beyond individual privacy to broader issues of
security and social equality. Individuals may become vulnerable to stalking, harassment,
discrimination, or targeted manipulation if strangers can instantly access information about their

9 Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in
Commercial Gender Classification’ (2018) 81 Proceedings of Machine Learning Research
77.

10 ‘Someone Put Facial Recognition Tech onto Meta’s Smart Glasses to Instantly Dox
Strangers’ (404 Media, 3 October 2024) <https://www.404media.co/someone-put-facial-
recognition-tech-onto-metas-smart-glasses-to-instantly-dox-strangers/> accessed 26 July
2026.
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identities, occupations, social media profiles, or personal interests. Public officials, journalists,
activists, and other vulnerable groups may face particularly heightened risks due to the ease with
which they can be identified and tracked.

Although real-time identification may provide legitimate benefits in certain contexts such as law
enforcement, emergency response, or accessibility services, its widespread availability in
consumer wearable devices presents substantial legal and ethical challenges. The absence of
meaningful oversight increases the risk of misuse, unauthorized surveillance, and violations of
fundamental rights. Consequently, many scholars argue that the deployment of real-time
identification technologies should be subject to strict legal safeguards, independent oversight,
and clear limitations designed to protect privacy and human dignity.

4.5 Risks of Data Aggregation and Profiling

One of the less visible yet highly significant privacy concerns associated with Al-powered smart
glasses is the risk arising from data aggregation and profiling. Individually, pieces of personal
information such as photographs, voice recordings, location data, browsing history, or movement
patterns may appear relatively harmless. However, when these diverse forms of information are
collected continuously and combined through artificial intelligence, they can reveal remarkably
detailed insights into an individual’s identity, lifestyle, preferences, beliefs, relationships, and
daily routines.

Data aggregation refers to the process of combining information obtained from multiple sources
into comprehensive datasets. Al-powered smart glasses contribute to this process by generating
continuous streams of visual, auditory, and contextual information. Artificial intelligence
systems can analyze these datasets to detect behavioural patterns, predict future activities, and
classify individuals according to various characteristics. These analytical capabilities enable the
creation of highly sophisticated personal profiles that extend far beyond the information
intentionally disclosed by individuals.

The process of profiling introduces additional legal and ethical concerns. Profiles generated
through Al may influence decisions regarding employment, insurance, financial services,
advertising, or law enforcement. Automated profiling also increases the likelihood of algorithmic
bias, where inaccurate assumptions or discriminatory’ patterns become embedded within Al
decision-making processes. Individuals may therefore experience adverse consequences without
understanding how decisions affecting them were reached or having an effective opportunity to
challenge them.

Furthermore, data aggregation significantly increases cybersecurity risks. Large centralized
datasets containing biometric information and personal profiles become attractive targets for
cybercriminals, increasing the potential for identity theft, unauthorized access, and data breaches.
The cumulative nature of aggregated data means that even small pieces of information collected
over time can produce highly intrusive insights into private lives. Consequently, regulating data
aggregation and profiling has become an essential aspect of modern data protection and Al
governance.
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4.6 Psychological Impact of Constant Observability

Beyond legal and technical concerns, Al-powered smart glasses also have profound
psychological and social implications arising from the perception of constant observability.
Human behavior is significantly influenced by the awareness that one may be watched or
evaluated by others. When individuals believe that they are subject to continuous observation,
they often modify their actions, speech, and interactions in ways that conform to perceived social
expectations. This phenomenon has been widely recognized in psychological and sociological
research as a significant consequence of surveillance.

The widespread presence of Al-powered smart glasses may contribute to an environment in
which individuals are never entirely certain whether they are being recorded, analyzed, or
identified. Unlike visible surveillance cameras, wearable devices are difficult to detect, creating
uncertainty regarding the existence and extent of observation. This uncertainty may encourage
individuals to engage in self-censorship, avoid controversial discussions, limit public
participation, or alter ordinary social behaviours in order to minimize perceived risks.

The psychological burden of constant observability extends beyond temporary discomfort.
Persistent surveillance can undermine feelings of personal autonomy, trust, and security by
creating the perception that private moments no longer exist, even in relatively informal social
settings. Over time, such conditions may erode interpersonal relationships, discourage
spontaneous expression, and reduce public confidence in digital technologies. The normalization
of continuous surveillance may also gradually reshape societal expectations regarding privacy,
leading individuals to accept intrusive monitoring as an unavoidable aspect of modern life.

From a human rights perspective, the psychological effects of surveillance are closely connected
to the protection of dignity, freedom of expression, and personal development. Privacy serves not
only to protect information but also to preserve spaces in which individuals can think,
communicate, and interact without fear of constant observation. Therefore, addressing the
psychological impact of Al-powered smart glasses requires legal frameworks that recognize
privacy as an essential condition for democratic participation, human autonomy, and individual
well-being, rather than merely as a matter of data protection alone.

5. Bystander Consent and the Crisis of Notice

The rapid integration of artificial intelligence into wearable technologies has fundamentally
challenged one of the most established principles of privacy law—the requirement of notice and
consent before personal information is collected or processed. Traditionally, privacy frameworks
have been built on the assumption that individuals are aware when their personal data is being
collected and that they have a meaningful opportunity to agree, refuse, or withdraw consent. This
assumption has formed the legal basis of data protection laws across many jurisdictions, where
transparency and informed consent are regarded as essential safeguards for protecting individual
autonomy and informational self-determination. However, Al-powered smart glasses disrupt
these foundational assumptions by enabling the collection and processing of personal
information in ways that are often invisible, continuous, and impossible for surrounding
individuals to detect.

The privacy challenges created by smart glasses extend beyond the users of the devices to
encompass a much broader category of individuals known as bystanders. Unlike users,
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bystanders do not voluntarily interact with the technology, enter into contractual relationships
with manufacturers, or receive privacy notices explaining how their personal information may be
used. Instead, they may unknowingly become subjects of recording, facial recognition, voice
analysis, or behavioural monitoring simply because they happen to be present within the device’s
field of vision. This absence of awareness undermines the very foundation of informed consent
and exposes significant weaknesses in existing privacy laws, which generally focus on the
relationship between service providers and device users rather than non-users affected by
emerging technologies.

The concept of bystander consent therefore represents one of the most pressing legal challenges
associated with Al-powered smart glasses. It raises difficult questions concerning the adequacy
of traditional consent mechanisms, the reasonable expectation of privacy in public and semi-
public spaces, and the extent to which technology companies and users should bear responsibility
for protecting the rights of individuals who have no direct involvement with the technology.
Addressing these issues requires a re-examination of existing legal doctrines and the
development of regulatory approaches capable of balancing technological innovation with the
protection of fundamental privacy rights.

5.1 Defining Bystander Consent

The concept of bystander consent has emerged as a direct response to the growing use of
technologies capable of collecting personal information from individuals who are not the primary
users of those technologies. In its simplest form, bystander consent refers to the permission that
should ideally be obtained from individuals whose personal information is incidentally captured,
recorded, or processed by another person’s device. Unlike conventional data collection practices,
where individuals knowingly provide information through websites, applications, or contractual
relationships, bystander consent addresses situations in which individuals become data subjects
without actively participating in or even being aware of the technological process.

The increasing use of Al-powered smart glasses has significantly expanded the importance of
this concept. These devices are capable of continuously recording images, capturing
conversations, recognizing faces, identifying objects, and analyzing behavioural patterns in real
time. Consequently, individuals who merely happen to walk past a user, sit nearby in a café,
attend a meeting, or travel on public transportation may unknowingly have their personal
information collected and processed. Such individuals neither choose to interact with the
technology nor receive any notification that data collection is taking place. Despite this, their
biometric information, facial features, voices, and movements may become part of sophisticated
Al systems designed to interpret and store environmental information.

From a legal and ethical perspective, bystander consent represents an extension of the broader
principle of informational self-determination, which recognizes that individuals should retain
control over personal information relating to themselves. The absence of any mechanism through
which bystanders can provide or refuse consent creates a significant imbalance between
technological capabilities and individual rights. As wearable AI technologies become
increasingly integrated into everyday life, the concept of bystander consent highlights the urgent
need to expand privacy protections beyond traditional user-centred models and recognize that
privacy rights belong equally to those who never intentionally engage with the technology.
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5.2 Limitations of Traditional Consent Frameworks

Consent has long been regarded as one of the fundamental legal justifications for collecting and
processing personal information. Most modern privacy laws are based on the assumption that
individuals can make informed choices after receiving adequate information regarding the
purpose, scope, and consequences of data collection. This model has generally functioned
effectively in digital environments where users actively interact with websites, applications, or
online services and are presented with privacy notices or consent requests before data processing
begins. However, the emergence of Al-powered smart glasses reveals the significant limitations
of these traditional consent frameworks.

One of the primary weaknesses of the existing model is its exclusive focus on the relationship
between technology providers and users. Data protection laws generally assume that the
individual whose data is collected is also the person operating or directly interacting with the
technology. Al-powered smart glasses fundamentally challenge this assumption because the
majority of affected individuals are often bystanders rather than users. These bystanders have no
contractual relationship with the device manufacturer, receive no privacy notice, and are
provided with no practical opportunity to consent to or object to the collection of their personal
information.

Furthermore, even where some form of notification exists, the complexity of modern Al systems
often prevents individuals from genuinely understanding the extent of data processing. Al-
powered smart glasses may collect information not only for immediate functions but also for
machine learning, algorithm training, cloud storage, behavioural analysis, and future service
improvements. Explaining these complex technological processes in a manner that ordinary
individuals can fully comprehend presents a substantial challenge. Consequently, consent
frequently becomes a formal legal requirement rather than a meaningful exercise of individual
autonomy.

Another limitation arises from the passive nature of wearable Al technologies. Unlike websites
that request consent before processing information, smart glasses operate continuously in
dynamic environments where interactions with bystanders occur unexpectedly and without
interruption. Under such circumstances, obtaining individual consent from every affected person
is practically impossible. These limitations demonstrate that traditional consent models were
developed for a technological environment fundamentally different from the realities created by
Al-powered wearable devices, thereby necessitating new legal approaches capable of addressing
these emerging challenges.

5.3 The Impossibility of Obtaining Meaningful Consent

One of the most complex legal issues associated with Al-powered smart glasses is the practical
impossibility of obtaining meaningful consent from every individual whose personal information
may be collected during the normal operation of the device. Meaningful consent requires that
individuals receive adequate information regarding the nature of data collection, understand its
potential consequences, possess the freedom to make voluntary decisions, and have the
opportunity to refuse participation without suffering adverse consequences. While these
requirements may be achievable in controlled digital environments, they become extremely
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difficult to satisfy in the context of wearable technologies operating in public and semi-public
spaces.

Smart glasses are specifically designed to accompany users throughout their daily activities.
During ordinary use, they may encounter hundreds or even thousands of individuals within a
single day. Every passerby, customer, colleague, student, commuter, or visitor potentially
becomes part of the device’s visual or auditory field. Requiring users to obtain explicit consent
from every individual before activating the device would not only be impractical but would also
defeat the very purpose of seamless wearable technology. At the same time, allowing
unrestricted data collection without consent undermines fundamental principles of privacy and
informational autonomy.

The situation becomes even more complicated because many bystanders remain unaware that Al
systems are actively analyzing the information collected about them. Unlike traditional
surveillance cameras that are usually visible and stationary, smart glasses resemble ordinary
eyewear and often provide little indication that sophisticated Al processing is occurring. Even if
recording indicators are present, they rarely communicate the full extent of data analysis, cloud
processing, facial recognition, or long-term storage associated with the technology. As a result,
individuals cannot make informed decisions regarding participation because they lack essential
information about the data processing activities taking place.

The impossibility of obtaining meaningful consent therefore exposes a significant weakness in
privacy laws that rely predominantly upon consent as the primary mechanism for protecting
personal information. It suggests that future regulatory frameworks may need to move beyond
traditional consent-based approaches and incorporate additional safeguards such as privacy-by-
design, data minimization, purpose limitation, and independent regulatory oversight to ensure
adequate protection for individuals affected by wearable Al technologies.

5.4 Challenges in Identifying Data Subjects

Another important legal challenge presented by Al-powered smart glasses concerns the
identification of data subjects. Data protection laws generally assume that organizations
responsible for processing personal information are capable of identifying the individuals whose
data they collect and are therefore able to provide them with legal rights such as access,
correction, deletion, or withdrawal of consent. However, the operation of wearable Al
technologies frequently involves large-scale incidental collection of information relating to
numerous individuals whose identities may be unknown both to users and technology providers.

Al-powered smart glasses operate in constantly changing environments where people move in
and out of the device’s field of vision within seconds. During ordinary use, hundreds of
individuals may be photographed, recorded, or analyzed without any direct interaction with the
user. Some may be identifiable through facial recognition systems, while others may remain
anonymous within the collected data. This creates significant uncertainty regarding who qualifies
as a data subject and how privacy rights can be effectively exercised.

The situation becomes particularly complicated when artificial intelligence generates additional
information through inference rather than direct collection. Al systems may classify individuals
according to age, gender, emotional state, ethnicity, occupation, or behavioural characteristics
based solely upon visual analysis. Even if these classifications are inaccurate, they may
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nevertheless influence subsequent decisions or become incorporated into digital profiles.
Individuals affected by such inferences may never become aware that Al systems have generated
information about them, making it impossible to challenge inaccuracies or exercise legal
remedies.

These challenges demonstrate that traditional data protection mechanisms were designed for
environments where data subjects could be clearly identified and directly contacted. Wearable Al
technologies fundamentally alter this relationship by creating situations in which individuals may
become subjects of complex data processing without any knowledge of the process or practical
means of exercising their legal rights. Addressing these issues requires innovative regulatory
approaches capable of protecting individuals even where direct identification and communication
are not feasible.

5.5 Ethical Dimensions of Non-User Data Collection

Beyond questions of legal compliance, Al-powered smart glasses raise profound ethical concerns
regarding the collection of personal information from individuals who have never chosen to
participate in the technological ecosystem. Ethical principles such as respect for autonomy,
fairness, dignity, transparency, and accountability require that individuals be treated as active
participants in decisions affecting their personal information rather than as passive sources of
data for technological systems. However, wearable Al technologies frequently operate in ways
that conflict with these principles by collecting and analyzing information relating to non-users
without their awareness or participation.

Non-user data collection differs fundamentally from conventional forms of data processing
because affected individuals have no direct relationship with either the device user or the
technology company responsible for developing the AI system. They receive no explanation
regarding why information is being collected, how long it will be retained, whether it will be
shared with third parties, or how it may influence future AI development. This absence of
transparency creates a significant ethical imbalance between those who benefit from the
technology and those who bear its privacy risks without receiving corresponding advantages.

The ethical implications become even more significant when artificial intelligence uses non-user
data to improve machine learning models, develop commercial products, or generate profits for
technology companies. Individuals may unknowingly contribute to the training of sophisticated
Al systems without receiving compensation, recognition, or even basic information regarding the
use of their personal data. Such practices raise important questions concerning fairness,
distributive justice, and the ethical responsibilities of technology developers toward individuals
who become involuntary contributors to Al innovation.

Moreover, widespread acceptance of non-user data collection may gradually normalize
continuous surveillance as an ordinary aspect of social life. This normalization has the potential
to erode public trust, weaken democratic values, and reduce society’s overall expectation of
privacy. From an ethical perspective, protecting non-users is therefore not merely a matter of
complying with legal requirements but also of preserving respect for human dignity, individual
autonomy, and the fundamental principle that technological progress should serve humanity
without compromising basic rights and freedoms.
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6. Regulatory Blind Spots in Existing Legal Frameworks

The rapid evolution of artificial intelligence and wearable technologies has exposed significant
weaknesses in existing legal and regulatory systems across the world. Most contemporary
privacy and data protection laws were enacted during a period when personal data was primarily
collected through websites, mobile applications, financial transactions, or traditional surveillance
mechanisms. These legal frameworks generally assume that data collection occurs in relatively
structured environments where individuals are aware of the processing activities and can exercise
rights such as providing consent, accessing information, or requesting deletion of their personal
data. However, Al-powered smart glasses represent an entirely new category of technology that
combines continuous environmental observation, biometric analysis, cloud computing, and real-
time artificial intelligence in a manner that existing laws were never specifically designed to
regulate.

One of the most significant regulatory challenges lies in the fact that Al-powered smart glasses
operate simultaneously as communication devices, wearable computers, cameras, Al assistants,
and biometric recognition systems. This convergence of multiple technologies creates legal
uncertainty because different aspects of their operation may fall under different regulatory
regimes, none of which comprehensively address the overall privacy risks associated with the
device. As a result, important issues such as bystander consent, continuous surveillance, facial
recognition, algorithmic profiling, and cross-border data processing often remain inadequately
regulated or are addressed only indirectly through general privacy principles. These gaps create
opportunities for misuse while limiting the ability of regulatory authorities to effectively protect
individual rights.

Moreover, technological innovation continues to advance at a much faster pace than legislative
reform. Technology companies frequently introduce new Al capabilities through software
updates long before lawmakers have an opportunity to evaluate their legal implications. This
phenomenon, often described as the regulatory lag, creates a situation where emerging
technologies become widely adopted before appropriate legal safeguards can be established.
Consequently, regulatory blind spots have become one of the most pressing challenges in the
governance of Al-powered smart glasses, highlighting the urgent need for legal frameworks that
are capable of responding proactively to technological innovation while preserving fundamental
rights such as privacy, autonomy, dignity, and informational self-determination.

6.1 The Regulatory Gap Between Smartphones and Wearables

One of the most overlooked challenges in modern privacy law is the growing regulatory gap
between smartphones and Al-powered wearable devices such as smart glasses. Although both
technologies are capable of collecting photographs, videos, audio recordings, location data, and
internet-based information, their methods of operation differ significantly. Smartphones
generally require deliberate user interaction before recording or collecting information.
Individuals usually recognize when someone is using a smartphone camera because the device
must be visibly held, positioned, and operated. These physical actions provide an important
social signal that recording may be taking place, allowing surrounding individuals to respond
accordingly.
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Al-powered smart glasses fundamentally alter this dynamic because they are designed to operate
in a seamless and unobtrusive manner. Since the recording equipment is integrated into ordinary-
looking eyewear, it becomes considerably more difficult for bystanders to determine whether
information is being collected. A user may activate recording through simple voice commands or
automatic Al functions without making any noticeable physical movements. Consequently, the
social awareness that traditionally accompanied image or audio recording is substantially
reduced.

Despite these operational differences, most legal systems continue to regulate smart glasses
under the same general principles that apply to smartphones and other consumer electronics.
Existing laws rarely distinguish between visible handheld recording devices and Al-enabled
wearable technologies capable of continuous environmental monitoring. This regulatory
approach overlooks the unique privacy risks associated with smart glasses, including persistent
surveillance, biometric analysis, and real-time identification of individuals.

The absence of technology-specific regulation creates uncertainty for both users and regulators.
Individuals may unknowingly violate privacy expectations without understanding the legal
consequences, while enforcement agencies struggle to apply laws designed for entirely different
technological contexts. As wearable technologies continue to evolve, the regulatory distinction
between smartphones and Al-powered smart glasses is likely to become increasingly important
for ensuring effective privacy protection.

6.2 Inadequacy of Existing Privacy Laws

Existing privacy laws have played a significant role in protecting personal information in the
digital age, yet many of these legal frameworks were developed before the emergence of
sophisticated wearable artificial intelligence. Consequently, while they provide important general
principles concerning transparency, consent, purpose limitation, and data security, they often fail
to address the unique characteristics of Al-powered smart glasses. These devices combine
continuous recording, artificial intelligence, cloud computing, biometric recognition, and real-
time environmental analysis into a single platform, creating privacy risks that extend beyond the
situations anticipated by conventional legislation.

Most privacy laws concentrate primarily on identifiable relationships between data controllers
and data subjects. They assume that organizations collecting personal information can identify
affected individuals, provide privacy notices, obtain consent where necessary, and facilitate the
exercise of legal rights. Al-powered smart glasses challenge each of these assumptions because
many individuals whose information is collected are incidental bystanders who have no direct
relationship with either the user or the technology provider. Such individuals frequently remain
unaware that data processing is taking place and therefore cannot exercise rights relating to
access, correction, or deletion of personal information.

Furthermore, many existing legal frameworks focus on the processing of personal data after it
has been collected rather than regulating the methods through which information is initially
obtained. Al-powered smart glasses blur the boundary between observation and data processing
by continuously gathering information from surrounding environments. Facial recognition,
object detection, voice analysis, and behavioural profiling may occur simultaneously without any
meaningful opportunity for affected individuals to intervene.
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Although comprehensive data protection laws such as the General Data Protection Regulation
(GDPR) and India’s Digital Personal Data Protection Act, 2023 provide valuable safeguards,
they were not specifically drafted to address the operational realities of wearable Al
technologies. Consequently, important questions regarding bystander privacy, automated
environmental surveillance, and Al-generated inferences remain only partially addressed. This
inadequacy demonstrates the necessity for more targeted legal frameworks capable of responding
to the evolving capabilities of intelligent wearable devices.

6.3 Ambiguities in Consent Requirements

Consent has traditionally served as one of the principal legal foundations for processing personal
information. Data protection laws generally require organizations to obtain freely given,
informed, specific, and unambiguous consent before collecting or using personal data in
circumstances where consent is the appropriate legal basis. While this approach functions
reasonably well in many digital environments, Al-powered smart glasses reveal significant
ambiguities regarding how consent should operate in real-world settings involving continuous
environmental monitoring.

One of the primary difficulties arises from identifying whose consent is actually required. While
the device user may consent to the processing of their own information by the manufacturer, this
consent does not extend to bystanders who are incidentally captured by the device. Existing legal
frameworks often provide little guidance regarding whether separate consent should be obtained
from every individual appearing within the camera’s field of view or whether alternative legal
justifications may apply. This uncertainty creates considerable practical and legal challenges for
both users and technology companies.

Additional ambiguity results from the complexity of Al-driven data processing itself. Modern
smart glasses do not merely capture images or audio recordings; they may also analyze facial
characteristics, recognize objects, infer emotions, identify locations, translate conversations, and
generate predictive insights using artificial intelligence. Individuals who become subject to these
processes often have little understanding of the extent to which their information is analyzed
beyond the initial recording.. Consequently, even. if some form of consent were theoretically
obtained, it would remain questionable whether such consent could genuinely be regarded as
informed.

These uncertainties demonstrate that traditional consent models struggle to accommodate
technologies capable of collecting and processing information continuously within dynamic
public environments. The resulting ambiguities weaken legal certainty, complicate regulatory
enforcement, and increase the likelihood of inconsistent judicial interpretations. Addressing these
issues may require privacy laws to rely less exclusively upon consent and instead incorporate
broader obligations concerning transparency, proportionality, accountability, and privacy-by-
design.

6.4 Lack of Specific Regulation for AI Wearables

Despite the rapid advancement of wearable artificial intelligence, very few jurisdictions have
enacted legislation specifically designed to regulate Al-powered smart glasses. Instead, these
devices are generally governed through a combination of existing privacy laws, consumer
protection legislation, telecommunications regulations, intellectual property rules, and general
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principles relating to artificial intelligence. While these legal instruments provide partial
protection, none comprehensively address the distinctive risks associated with wearable Al
technologies.

The absence of dedicated legislation creates substantial uncertainty regarding the responsibilities
of manufacturers, software developers, cloud service providers, and individual users. For
example, existing laws may regulate the processing of biometric data without addressing the
continuous collection of such information through wearable devices operating in public spaces.
Similarly, AI governance frameworks may establish principles relating to fairness and
transparency without specifically considering real-time facial recognition performed by
consumer wearable technologies.

The lack of technology-specific regulation also limits the ability of enforcement agencies to
respond effectively to emerging privacy risks. Regulatory authorities frequently rely upon broad
legal principles that require interpretation on a case-by-case basis, resulting in inconsistent
enforcement and uncertainty regarding compliance obligations. Technology companies may
therefore introduce increasingly sophisticated Al functions without clear guidance concerning
acceptable practices or legal limitations.

Furthermore, wearable Al technologies evolve rapidly through software updates that continually
expand device capabilities. Features such as real-time translation, contextual reasoning, emotion
recognition, and generative Al assistance may be introduced long after the device has entered the
market. Existing legal frameworks often struggle to respond quickly enough to these
developments, creating a persistent gap between technological innovation and regulatory
oversight. The absence of dedicated legislation therefore represents one of the most significant
blind spots in contemporary privacy governance and underscores the need for comprehensive
legal frameworks specifically tailored to wearable artificial intelligence.

India illustrates this pattern well. Commentators have noted that facial recognition technology
has been deployed by both state and private actors in India for some years without a dedicated
statute governing its use, and that a private member’s bill addressing police use of the technology
has remained pending before Parliament, leaving consumer-facing facial recognition in wearable
devices essentially unregulated by any technology-specific instrument.!

6.5 Cross-Border Data Transfers and Jurisdictional Issues

The operation of Al-powered smart glasses frequently depends upon cloud-based artificial
intelligence systems that process information across multiple countries and legal jurisdictions.
Unlike traditional computing devices that perform most processing locally, modern wearable Al
technologies often transmit images, audio recordings, biometric information, and contextual data
to remote servers operated by multinational technology companies. This global flow of
information introduces complex legal questions regarding applicable law, regulatory jurisdiction,
and international data protection standards.

11 ‘Facial Recognition in India: Privacy, Surveillance and the Need for Regulation’
(AMLEGALS) <https://amlegals.com/facial-recognition-in-india-privacy-surveillance-and-
the-need-for-regulation/> accessed 26 July 2026.
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Cross-border data transfers create significant challenges because different countries maintain
varying levels of privacy protection and regulatory oversight. Information collected within one
jurisdiction may be processed, stored, or analyzed in another country whose legal framework
provides different standards relating to consent, government access, cybersecurity, or individual
rights. Consequently, individuals may lose important legal protections once their personal
information crosses national boundaries.

Jurisdictional issues become particularly complicated when privacy violations involve multiple
actors located in different countries. A user wearing Al-powered smart glasses in one jurisdiction
may capture information that is processed through cloud servers located elsewhere by a
technology company incorporated in another country. Determining which nation’s laws apply,
which regulatory authority possesses enforcement powers, and which courts have jurisdiction
over disputes becomes increasingly difficult under such circumstances.

The global nature of cloud computing also complicates regulatory accountability. Technology
companies frequently operate through complex corporate structures involving subsidiaries,
contractors, and third-party service providers distributed across numerous jurisdictions. This
fragmentation may hinder effective enforcement and reduce transparency regarding how
personal information is processed throughout the Al ecosystem. Consequently, cross-border data
governance has become one of the central legal challenges associated with Al-powered smart
glasses, emphasizing the importance of international cooperation and harmonized privacy
standards.

6.6 Enforcement Challenges and Compliance Concerns

Even where privacy laws provide meaningful legal protections, their effectiveness ultimately
depends upon consistent enforcement and practical compliance. Al-powered smart glasses
present significant enforcement challenges because of the very characteristics that make them
technologically innovative. Their discreet appearance, continuous operation, and integration of
sophisticated Al capabilities make it extremely difficult for regulatory authorities to detect
violations, monitor compliance, or investigate unlawful data processing activities.

One of the primary enforcement difficulties concerns the invisibility of many privacy violations.
Individuals often remain unaware that their personal information has been collected, analyzed, or
stored through wearable Al devices. Without knowledge of the data processing activity, affected
persons are unlikely to file complaints or seek legal remedies. Consequently, many potential
violations may never come to the attention of regulatory authorities.

Compliance also presents substantial challenges for technology companies. Al-powered smart
glasses involve numerous interconnected systems, including hardware manufacturers, software
developers, cloud computing providers, artificial intelligence developers, third-party application
providers, and data processors. Ensuring that every participant within this complex ecosystem
complies with privacy obligations requires extensive coordination, documentation, security
measures, and continuous monitoring. Smaller companies may lack the technical and financial
resources necessary to satisfy these increasingly complex compliance requirements.

Rapid technological innovation further complicates regulatory enforcement. Al capabilities
evolve through frequent software updates that may introduce entirely new forms of data
processing without requiring users to purchase new devices. Regulatory authorities often struggle
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to assess these technological changes quickly enough to provide timely guidance or enforce
compliance before widespread adoption occurs. This imbalance between technological
innovation and regulatory capacity creates an environment in which legal protections frequently
lag behind emerging privacy risks.

Addressing these enforcement challenges requires a more proactive approach to Al governance,
including stronger regulatory oversight, mandatory Al impact assessments, independent auditing,
transparency obligations, privacy-by-design requirements, and effective mechanisms for
international cooperation. Only through such comprehensive measures can legal systems ensure
that Al-powered smart glasses operate in a manner consistent with the protection of privacy,
human dignity, and fundamental rights in the digital era.

7. Comparative Legal Analysis

The rapid development of artificial intelligence and wearable technologies has compelled
governments around the world to reconsider the adequacy of their existing legal frameworks for
protecting privacy, regulating personal data, and governing emerging digital technologies.
Although Al-powered smart glasses have become a global phenomenon, there is currently no
uniform international legal framework specifically addressing their operation. Instead, different
jurisdictions have adopted diverse approaches to regulating privacy, biometric information,
artificial intelligence, and surveillance. These approaches reflect varying constitutional values,
policy priorities, technological capacities, and societal expectations regarding the balance
between innovation and the protection of fundamental rights.

A comparative legal analysis is particularly important because Al-powered smart glasses operate
across national boundaries. Data collected in one country may be processed in another and stored
in cloud servers located elsewhere, making international cooperation and regulatory consistency
increasingly necessary. Examining how different jurisdictions regulate privacy and Al
technologies provides valuable insights into both the strengths and weaknesses of existing legal
models. It also enables policymakers to identify best practices that may be adapted for future
regulation of wearable artificial intelligence.

The European Union has adopted one of the world’s most comprehensive rights-based privacy
regimes through the General Data Protection Regulation (GDPR) and has recently introduced
legislation specifically addressing artificial intelligence. The United States follows a more
decentralized, sector-specific approach, relying heavily on state legislation and market-based
innovation. The United Kingdom, after leaving the European Union, has retained many GDPR
principles while gradually developing its own Al governance framework. India, meanwhile, has
taken important steps toward strengthening digital privacy through the Digital Personal Data
Protection Act, 2023, while simultaneously encouraging technological innovation and Al
development. Comparing these regulatory models illustrates that although significant progress
has been made in protecting personal data, considerable uncertainty remains regarding the
regulation of Al-powered smart glasses, particularly with respect to bystander privacy, biometric
surveillance, and continuous environmental monitoring.

7.1 European Union: GDPR and AI Regulation

The European Union is widely regarded as having one of the most advanced and comprehensive
legal frameworks for protecting personal privacy and regulating digital technologies. The
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foundation of this framework is the General Data Protection Regulation (GDPR), which entered
into force in 2016 and became fully applicable and enforceable across all Member States from 25
May 2018, establishing a harmonized system of data protection across all Member States. The
GDPR is built upon the principle that privacy is a fundamental human right and seeks to ensure
that individuals retain meaningful control over their personal information regardless of
technological developments. It imposes strict obligations upon organizations that collect,
process, or store personal data and provides individuals with extensive rights relating to access,
correction, deletion, portability, and objection to data processing.

The GDPR is particularly significant in the context of Al-powered smart glasses because it
classifies biometric data, including facial recognition information used for identifying
individuals, as a special category of personal data deserving enhanced legal protection.
Organizations processing such information must generally satisfy strict legal conditions,
demonstrate necessity and proportionality, implement appropriate security measures, and ensure
transparency regarding data processing activities. The regulation also incorporates important
principles such as purpose limitation, data minimization, storage limitation, accountability, and
privacy by design, all of which are highly relevant to wearable Al technologies.

Recognizing that traditional data protection rules alone are insufficient to regulate increasingly
sophisticated Al systems, the European Union has also introduced the AI Act, which adopts a
risk-based regulatory approach. Under this framework, Al systems presenting unacceptable risks
to fundamental rights may be prohibited, while high-risk Al applications are subject to extensive
regulatory obligations including risk assessments, human oversight, transparency requirements,
and continuous monitoring. Although Al-powered smart glasses are not categorically prohibited,
features such as real-time biometric identification and facial recognition may fall within higher-
risk regulatory categories depending upon their intended use. The Al Act’s prohibition on real-
time remote biometric identification in publicly accessible spaces, which became enforceable in
February 2025, is instructive here: it targets law-enforcement use of live facial recognition rather
than the private, consumer-level identification that Al-powered smart glasses make possible,
leaving a significant share of bystander-facing biometric surveillance outside its strictest
controls.!?

Despite these comprehensive protections, important challenges remain. The GDPR primarily
regulates organizations rather than individual users of wearable technologies, making
enforcement against private use of Al-powered smart glasses more complex. Moreover,
obtaining meaningful consent from bystanders remains practically difficult despite the strong
emphasis on transparency within European privacy law. Nevertheless, the European Union
currently offers the most comprehensive legal framework for addressing many of the privacy
concerns associated with wearable artificial intelligence.

12 Future of Privacy Forum, ‘Red Lines under the EU Al Act: Restricting Real-Time Remote
Biometric Identification Systems for Law Enforcement Purposes’ (7 April 2026)
<https://fpf.org/blog/red-lines-under-the-eu-ai-act-restricting-real-time-remote-
biometric-identification-systems-for-law-enforcement-purposes/> accessed 26 July 2026.
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7.2 United States: Sectoral Privacy Approach

Unlike the European Union, the United States has not adopted a single comprehensive federal
law governing personal data protection or artificial intelligence. Instead, the American legal
system follows a sectoral approach, under which privacy is regulated through a combination of
federal statutes, state legislation, judicial decisions, constitutional protections, and industry-
specific regulations. This decentralized model reflects the country’s longstanding emphasis on
technological innovation, market competition, and freedom of enterprise while allowing different
sectors of the economy to develop privacy rules tailored to their specific activities.

At the federal level, privacy protection is fragmented across various laws governing healthcare,
financial services, education, telecommunications, and children’s online privacy. States have
increasingly filled regulatory gaps by enacting comprehensive privacy legislation, with
California emerging as a leader through the California Consumer Privacy Act (CCPA) and the
California Privacy Rights Act (CPRA). These laws provide consumers with important rights
concerning access to personal information, deletion of data, and restrictions on certain forms of
data sharing. Other states have followed with similar legislation, although significant variations
remain regarding scope, enforcement, and individual rights.

The United States has also witnessed growing attention to artificial intelligence, facial
recognition, and biometric privacy. Certain states, such as Illinois, have enacted specialized
legislation regulating biometric information through the Biometric Information Privacy Act
(BIPA), which requires informed consent before collecting biometric identifiers such as facial
scans or fingerprints. This law has become particularly influential because it allows individuals
to pursue private legal actions against organizations that fail to comply with its requirements.
Nevertheless, comparable protections do not exist uniformly across the country. The practical
force of BIPA’s private right of action was illustrated in 2021, when a federal court approved a
$650 million settlement against a major social media company for generating biometric
templates from users’ photographs without the consent the statute requires, and again in 2022,
when a facial-recognition search company agreed to a nationwide ban on selling its database to
most private entities in the United States after similar claims. These outcomes suggest that
statutory damages tied to biometric ‘consent violations can create a meaningful commercial
incentive for compliance in a way that general consumer-protection statutes often cannot.'?

In relation to Al-powered smart glasses, the American regulatory landscape remains relatively
fragmented. Existing privacy laws generally focus on organizations collecting personal
information rather than consumer wearable devices capable of incidental recording and

13 American Bar Association, ‘Historic Biometric Privacy Suit Settles for $650 Million’
(Business Law Today, February 2021)
<https://www.americanbar.org/groups/business_law/resources/business-law-
today/2021-february/historic-biometric-privacy-settlement/> accessed 26 July 2026;
American Civil Liberties Union, ‘In Big Win, Settlement Ensures Clearview Al Complies with
Groundbreaking Illinois Biometric Privacy Law’ (9 May 2022)
<https://www.aclu.org/press-releases/big-win-settlement-ensures-clearview-ai-complies-
with-groundbreaking-illinois> accessed 26 July 2026.
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environmental surveillance. As a result, issues relating to bystander consent, continuous
monitoring, and real-time facial recognition remain largely unresolved. Although the flexibility
of the American approach encourages innovation, it also creates legal uncertainty and
inconsistent levels of privacy protection depending upon the jurisdiction in which data collection
occurs.

7.3 United Kingdom: Data Protection and AI Governance

The United Kingdom has developed a privacy and Al governance framework that reflects both
its historical connection to European data protection principles and its evolving independent
regulatory approach following its withdrawal from the European Union. The UK General Data
Protection Regulation (UK GDPR), together with the Data Protection Act 2018, continues to
provide comprehensive protection for personal information while incorporating many of the core
principles = previously established under the European GDPR. These laws emphasize
transparency, fairness, accountability, purpose limitation, data minimization, and respect for
individual rights.

The UK legal framework recognizes privacy as an essential component of democratic
governance and places significant obligations upon organizations processing personal data.
Individuals possess rights relating to access, rectification, erasure, restriction of processing,
objection, and data portability. Biometric information used for identifying individuals receives
enhanced legal protection because of its sensitive nature, making many Al-powered smart glass
functions subject to stricter regulatory scrutiny.

In addition to traditional data protection laws, the United Kingdom has adopted a principles-
based strategy for governing artificial intelligence. Rather than introducing a single
comprehensive Al statute, the government has encouraged sector-specific regulators to apply
overarching principles relating to safety, transparency, fairness, accountability, contestability,
and proportionality within their respective areas of responsibility. This flexible approach seeks to
encourage technological innovation while maintaining appropriate safeguards against potential
harms.

Despite these developments, important regulatory challenges remain concerning wearable Al
technologies. Existing legal frameworks primarily regulate organizations responsible for
processing personal data rather than individual consumers using Al-powered smart glasses in
public spaces. Questions relating to bystander privacy, real-time environmental surveillance, and
incidental biometric data collection continue to present legal uncertainty. Consequently, although
the United Kingdom provides a robust foundation for protecting personal information, additional
regulatory clarification may be necessary as wearable Al technologies become increasingly
widespread.

7.4 India: Digital Personal Data Protection Act and AI Concerns

India has experienced rapid digital transformation over the past decade, accompanied by
increasing recognition of privacy as a fundamental constitutional value. A landmark
development occurred in Justice K.S. Puttaswamy (Retd.) v. Union of India (2017), where the
Supreme Court of India recognized the right to privacy as an intrinsic part of the right to life and
personal liberty guaranteed under Article 21 of the Constitution of India. This judgment
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established an important constitutional foundation for subsequent legislative reforms concerning
personal data protection and digital governance.

Building upon this constitutional recognition, Parliament enacted the Digital Personal Data
Protection Act, 2023 (DPDP Act) to establish a comprehensive framework governing the
processing of digital personal data. The Act introduces important principles concerning lawful
processing, consent, purpose limitation, data security, accountability, and the rights of
individuals. It seeks to balance the protection of personal privacy with the need to facilitate
innovation and economic development within India’s rapidly expanding digital economy.

It should be noted that the operative force of this framework has, for much of its existence, been
more prospective than actual. The Ministry of Electronics and Information Technology notified
the Digital Personal Data Protection Rules, 2025 only on 13 November 2025, more than two
years after the Act received Presidential assent, and full compliance obligations are being phased
in over a period extending to May 2027. This staggered commencement means that, for much of
the period during which Al-powered smart glasses have been sold and used in India, the statutory
consent and accountability mechanisms discussed in this paper were not yet fully in force.!*

Although the DPDP Act represents a significant advancement in Indian privacy law, it does not
specifically address the unique challenges posed by Al-powered smart glasses. The legislation
primarily regulates relationships between data fiduciaries and data principals while providing
relatively limited guidance concerning incidental data collection involving bystanders who have
no direct relationship with the technology provider. Questions relating to continuous
environmental monitoring, facial recognition, biometric surveillance, and Al-generated profiling
remain only partially addressed within the current legal framework.

Indian commentators have specifically flagged this gap in relation to facial recognition. Legal
columnists have argued that, because the DPDP Act was drafted as a general consent-and-
fiduciary statute rather than a technology-specific instrument, it does not squarely address covert
or continuous biometric capture of the kind that Al-powered smart glasses enable, and have
called on Parliament to take up the pending private member’s Facial Recognition Technology
(Regulation of Police Powers) Bill, 2023, or an equivalent measure, as a more targeted
response. '’

India is simultaneously pursuing ambitious policies promoting artificial intelligence across
sectors such as healthcare, education, agriculture, governance, and economic development.
While encouraging technological innovation offers significant national benefits, it also increases
the urgency of developing Al-specific regulatory mechanisms capable of protecting fundamental
rights. As Al-powered wearable technologies become more prevalent, India may require

14 ‘India’s Digital Personal Data Protection Act 2023 Brought into Force’ (Lexology, 17
November 2025) <https://www.lexology.com/library/detail.aspx?g=06a5c11c-6f5d-4aec-
8d07-851cf89d992d> accessed 26 July 2026.

15 ‘Why India Must Pass the Pending Facial Recognition Technology Bill’ (Bar and Bench, 4
April 2026) <https://www.barandbench.com/columns/why-india-must-pass-the-pending-
frt-law> accessed 26 July 2026.
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additional legislation, regulatory guidance, or judicial interpretation to ensure that constitutional
privacy protections remain effective within increasingly sophisticated technological
environments.

7.5 Comparative Assessment of Regulatory Models

A comparative examination of the European Union, the United States, the United Kingdom, and
India demonstrates that although each jurisdiction recognizes the importance of protecting
personal information, they adopt markedly different legal strategies for achieving this objective.
These differences reflect broader constitutional traditions, policy priorities, and regulatory
philosophies concerning the relationship between technological innovation and individual rights.
At the same time, all four jurisdictions face similar challenges arising from the rapid evolution of
Al-powered wearable technologies, particularly with respect to privacy, biometric surveillance,
bystander consent, and continuous environmental monitoring.

The European Union provides the most comprehensive rights-based framework by combining
robust data protection legislation with dedicated regulation of artificial intelligence. Its emphasis
on fundamental rights, accountability, and privacy by design offers strong legal protection,
although practical difficulties remain regarding enforcement against individual users of wearable
technologies. The United States adopts a more fragmented approach that promotes innovation
and flexibility but results in uneven privacy protections across different states and sectors. While
specialized legislation such as Illinois’ biometric privacy law provides valuable safeguards, the
absence of a comprehensive national privacy framework creates legal inconsistency.

The United Kingdom occupies an intermediate position by maintaining comprehensive data
protection principles while pursuing flexible Al governance through regulatory guidance rather
than detailed legislation. This approach allows adaptability but may also create uncertainty
regarding future regulatory obligations. India, as one of the world’s fastest-growing digital
economies, has made substantial progress through constitutional recognition of privacy and the
enactment of the Digital Personal Data Protection Act, 2023. Nevertheless, its regulatory
framework remains in the early stages of addressing the specific challenges associated with Al-
powered wearable technologies.

The comparative analysis reveals that no jurisdiction has yet developed a fully comprehensive
legal framework capable of addressing every privacy concern associated with Al-powered smart
glasses. Common regulatory blind spots include the absence of effective mechanisms for
bystander consent, limited regulation of continuous environmental surveillance, insufficient
oversight of consumer facial recognition technologies, uncertainties surrounding cross-border
data processing, and the practical difficulties of enforcing privacy rights in dynamic public
spaces. These shared challenges suggest that future regulation should combine the strengths of
existing legal models while developing internationally harmonized standards specifically tailored
to wearable artificial intelligence. Such an approach would not only enhance legal certainty but
also contribute to the protection of privacy, human dignity, and fundamental rights in an
increasingly interconnected digital society.

8. Smart Glasses and Human Rights Concerns

The emergence of Al-powered smart glasses has generated a significant debate not only within
the fields of technology and privacy law but also within the broader discourse of international
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human rights. Unlike conventional digital devices, smart glasses possess the unique ability to
continuously observe, record, interpret, and transmit information about individuals and their
surroundings without attracting noticeable attention. Their integration of artificial intelligence,
facial recognition, biometric analysis, cloud computing, and real-time data processing has
transformed them from simple wearable gadgets into sophisticated surveillance tools capable of
influencing fundamental aspects of human life. While these technologies undoubtedly offer
substantial benefits in healthcare, education, accessibility, communication, and public safety,
they simultaneously raise profound concerns regarding the protection of basic human rights and
civil liberties.

Human rights law is founded upon the principle that every individual possesses inherent dignity,
autonomy, and freedom, irrespective of technological advancements. Rights such as privacy,
freedom of expression, freedom of movement, equality, and personal liberty are recognized
internationally as essential conditions for the full development of human personality and
democratic participation. The operation of Al-powered smart glasses has the potential to
interfere with many of these rights because they enable extensive collection and analysis of
personal information, often without the knowledge or consent of affected individuals.
Continuous observation can alter human behaviour, discourage free expression, undermine social
trust, and create environments in which individuals feel permanently monitored.

Furthermore, the deployment of wearable Al technologies presents important ethical and legal
questions regarding accountability, proportionality, and the appropriate limits of surveillance in
democratic societies. While governments and technology companies frequently emphasize
innovation and public convenience, these objectives must be balanced against the obligation to
respect and protect fundamental rights. Human rights principles therefore provide an essential
framework for evaluating the legitimacy of Al-powered smart glasses and for ensuring that
technological development remains consistent with constitutional values and international legal
standards. A human rights-based approach recognizes that technological progress should
enhance human welfare without compromising the dignity, autonomy, and freedoms upon which
democratic societies depend.

8.1 Right to Privacy as a Fundamental Right

The right to privacy is widely recognized as one of the most fundamental human rights because it
protects the ability of individuals to live with dignity, autonomy, and freedom from arbitrary
interference. Privacy extends beyond the protection of personal information; it encompasses the
broader right of individuals to control access to their personal lives, relationships,
communications, thoughts, and identity. In democratic societies, privacy serves as a foundation
for personal liberty by allowing individuals to develop their personalities, express themselves
freely, and participate in society without constant fear of observation or intrusion. International
human rights instruments such as the Universal Declaration of Human Rights and the
International Covenant on Civil and Political Rights recognize privacy as an essential element of
human dignity, while many national constitutions provide similar constitutional protection.

In India, the recognition of privacy as a fundamental right by the Supreme Court of India in
Justice K.S. Puttaswamy (Retd.) v. Union of India (2017) marked a significant milestone in
constitutional jurisprudence. The Court affirmed that privacy forms an integral part of the right
to life and personal liberty guaranteed under Article 21 of the Constitution. Importantly, the
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judgment acknowledged that privacy includes informational privacy, bodily autonomy,
decisional autonomy, and the ability to control personal information in the digital age. This
constitutional recognition has become increasingly relevant as artificial intelligence and digital
technologies continue to expand their presence within everyday life.

Al-powered smart glasses pose unique challenges to the realization of this fundamental right.
Their ability to collect images, conversations, facial features, location data, and behavioural
patterns without obvious notice undermines an individual’s capacity to control personal
information. Unlike traditional surveillance mechanisms, smart glasses operate in a manner that
is often invisible, making it difficult for individuals to know when their privacy has been
affected. Moreover, the integration of cloud-based Al systems means that collected information
may be stored, analysed, and shared across multiple jurisdictions beyond the knowledge or
control of the affected person.

The protection of privacy therefore requires more than simply regulating the storage of personal
data. It demands legal safeguards that limit unnecessary surveillance, ensure transparency,
prevent misuse of biometric information, and preserve individual autonomy in both physical and
digital environments. As wearable Al technologies become increasingly common, the right to
privacy will remain one of the most important constitutional and human rights considerations
guiding future regulatory developments.

8.2 Freedom of Expression versus Privacy Protection

Freedom of expression and the right to privacy are both fundamental human rights that play
essential roles in democratic societies. Freedom of expression enables individuals to
communicate ideas, exchange information, participate in public debate, and contribute to cultural
and scientific progress. At the same time, privacy protects individuals from unwarranted
intrusion into their personal lives and ensures that they retain control over information
concerning themselves. Although these rights are equally important, they may occasionally come
into conflict, particularly in the context of rapidly evolving technologies such as Al-powered
smart glasses.

Supporters of wearable Al technologies often argue that smart glasses enhance freedom of
expression by allowing individuals to record events, document public activities, create digital
content, and share information more efficiently. Journalists, researchers, activists, and ordinary
citizens may use these devices to gather evidence, report incidents, or engage in public discourse.
From this perspective, restrictions on recording technologies may be viewed as limitations on
expressive freedom and access to information.

However, unrestricted use of Al-powered smart glasses may simultaneously infringe upon the
privacy rights of others. Individuals present in public or semi-public spaces may unknowingly
become subjects of recording, facial recognition, or behavioural analysis without any opportunity
to object. The widespread use of such technologies may discourage people from participating
freely in political demonstrations, religious gatherings, social activities, or private conversations
due to concerns that their identities and actions are being permanently documented and analysed.
Consequently, excessive surveillance may indirectly suppress freedom of expression by creating
an atmosphere of self-censorship and fear.
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The challenge for legal systems lies in balancing these competing rights in a manner that protects
both personal privacy and democratic freedoms. Absolute protection of either right may
undermine the other. Therefore, restrictions on Al-powered smart glasses should satisfy
principles of legality, necessity, and proportionality while ensuring that technological innovation
does not become a means of undermining the rights and freedoms of others. Achieving this
balance represents one of the central constitutional challenges posed by wearable artificial
intelligence.

8.3 Dignity, Autonomy, and Human Agency

Human dignity is widely regarded as the foundation of all human rights because it recognizes the
inherent worth and equal value of every individual. Closely connected to dignity are the
principles of personal autonomy and human agency, which affirm that individuals should be free
to make decisions about their own lives, bodies, relationships, and personal information without
undue external interference. These principles are essential not only for protecting individual
liberty but also for ensuring that people remain active participants in society rather than passive
subjects of technological control.

Al-powered smart glasses present significant challenges to these foundational values because
they enable continuous observation and automated analysis of human behaviour. When
individuals are unknowingly recorded, identified, or profiled, they lose the ability to control how
information about them is created, interpreted, and used. This loss of control directly affects
personal autonomy because decisions regarding data collection and processing are transferred
from individuals to technology users, corporations, and Al systems. In many situations, people
may not even realize that algorithms are generating inferences about their identities, emotions,
habits, or social relationships.

The increasing reliance on artificial intelligence also raises broader concerns regarding human
agency. Al systems are capable of making predictions, recommendations, and classifications that
may influence important decisions relating to employment, education, financial services,
healthcare, or law enforcement. Where such decisions rely upon information collected through
wearable technologies, individuals may become subject to automated judgments without
understanding the basis upon which those judgments were made. This risks reducing human
beings to data points within algorithmic systems rather than recognizing them as autonomous
individuals possessing unique experiences, intentions, and rights.

Protecting dignity, autonomy, and human agency therefore requires legal frameworks that
prioritize human oversight, transparency, fairness, and meaningful opportunities for individuals
to challenge Al-generated decisions. Technological innovation should enhance human
capabilities rather than diminish personal control or reduce individuals to objects of continuous
digital observation. A human-centred approach to Al governance recognizes that technology
exists to serve humanity, not the reverse.

8.4 Mass Surveillance and Democratic Values

One of the most significant human rights concerns associated with Al-powered smart glasses is
their potential contribution to mass surveillance. Surveillance has traditionally been associated
with governments, intelligence agencies, or law enforcement authorities operating through
visible cameras or formal investigative procedures. However, wearable artificial intelligence
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fundamentally changes this landscape by enabling ordinary individuals and private organizations
to engage in continuous environmental monitoring using sophisticated Al technologies integrated
into everyday clothing and accessories.

The widespread adoption of smart glasses equipped with facial recognition, object identification,
and cloud-based artificial intelligence creates the possibility of large-scale decentralized
surveillance. Every user of the technology potentially becomes capable of collecting, analysing,
and transmitting information about countless individuals encountered during daily activities.
When multiplied across millions of users, these devices may create an extensive surveillance
ecosystem operating without centralized oversight or meaningful public accountability.

The implications of such surveillance extend beyond individual privacy to the functioning of
democratic society itself. Democracy depends upon the ability of individuals to participate freely
in political discussions, public demonstrations, religious activities, and civic organizations
without fear of continuous monitoring or retaliation. If citizens believe that every movement,
conversation, or social interaction may be permanently recorded and analysed, they may become
reluctant to express unpopular opinions, associate with certain groups, or participate in legitimate
democratic activities. This phenomenon, commonly referred to as the “chilling effect,” weakens
democratic participation by discouraging open debate and limiting the diversity of viewpoints
essential to a healthy democratic society.

Furthermore, decentralized surveillance creates significant accountability challenges because
responsibility for privacy violations becomes dispersed among numerous individual users and
technology providers. Existing legal frameworks often struggle to regulate such complex
surveillance networks effectively. Consequently, protecting democratic values requires legal
safeguards that limit excessive surveillance, establish clear accountability mechanisms, and
ensure that advances in wearable Al technologies do not undermine the freedoms that democratic
societies are intended to protect.

8.5 Human Rights-Based Approach to AI Governance

As artificial intelligence becomes increasingly integrated into- everyday life, there is growing
recognition that traditional technology regulation alone is insufficient to address its broader
societal implications. A human rights-based approach to Al governance seeks to ensure that the
development, deployment, and use of artificial intelligence remain firmly grounded in
internationally recognized principles of human dignity, equality, freedom, accountability, and
justice. Rather than viewing technological innovation as an objective independent of human
welfare, this approach emphasizes that Al should always operate in a manner that respects and
promotes the fundamental rights of all individuals.

Applying a human rights perspective to Al-powered smart glasses requires careful consideration
of every stage of the technological lifecycle, from design and development to deployment,
operation, and oversight. Privacy-by-design principles should be incorporated into hardware and
software architecture so that unnecessary data collection is minimized from the outset.
Transparency mechanisms should ensure that individuals understand when Al systems are
operating, what information is being collected, and how that information will be used.
Accountability measures should clearly identify the responsibilities of manufacturers, software
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developers, cloud service providers, and users, thereby preventing the diffusion of legal
responsibility across complex technological ecosystems.

A human rights-based governance model also requires meaningful public participation in the
development of Al policies. Decisions regarding surveillance technologies should not be left
exclusively to private corporations or technical experts but should involve legislators, civil
society organizations, human rights institutions, academic researchers, and affected
communities. Independent regulatory oversight, regular Al impact assessments, algorithmic
audits, and accessible complaint mechanisms further strengthen accountability while helping to
identify and mitigate potential human rights risks before widespread deployment occurs.

Ultimately, the objective of a human rights-based approach is not to prevent technological
innovation but to ensure that innovation serves society without compromising fundamental
freedoms. Al-powered smart glasses possess enormous potential to improve healthcare,
education, accessibility, communication, and public safety. However, these benefits can only be
fully realized if technological progress is accompanied by legal safeguards that preserve privacy,
autonomy, equality, dignity, and democratic values. By placing human rights at the centre of Al
governance, societies can create regulatory frameworks that encourage responsible innovation
while ensuring that technology remains a tool for human empowerment rather than a mechanism
of uncontrolled surveillance.

9. Case Studies and Contemporary Incidents

The rapid advancement of artificial intelligence has transformed smart glasses from experimental
wearable devices into powerful Al-enabled technologies capable of collecting, processing, and
interpreting information about the world in real time. While these innovations have opened new
possibilities in communication, healthcare, accessibility, and professional productivity, they have
also generated widespread legal and ethical debates concerning privacy, surveillance, and data
protection. One of the most effective ways to understand these issues is through the examination
of real-world case studies and contemporary incidents that illustrate how Al-powered smart
glasses have interacted with existing legal frameworks and public perceptions.

Case studies provide valuable insights because they demonstrate that privacy concerns associated
with wearable Al technologies are not merely theoretical. They reveal how society, regulators,
courts, businesses, and technology developers have responded when emerging technologies
challenged conventional understandings of consent, surveillance, and personal autonomy. The
experiences of companies that have introduced smart glasses into consumer markets illustrate the
recurring tension between technological innovation and the protection of fundamental rights.
Public reactions to these technologies have frequently influenced regulatory developments,
corporate design choices, and broader discussions regarding responsible Al governance.

Moreover, contemporary incidents involving facial recognition, biometric surveillance, and real-
time identification demonstrate that privacy challenges continue to evolve alongside
technological capabilities. As artificial intelligence becomes increasingly sophisticated, wearable
devices are no longer limited to recording images or videos but are capable of analysing human
behaviour, identifying individuals, and generating detailed contextual information within
seconds. These developments underscore the urgency of developing legal frameworks capable of
addressing risks that extend beyond traditional data protection concerns. The following case
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studies examine important milestones in the evolution of Al-powered smart glasses and highlight
the lessons they offer for future regulation and governance.

9.1 Google Glass and Early Privacy Concerns

One of the earliest and most influential examples of wearable smart technology was the
introduction of Google Glass in 2013 by Google LLC. Marketed as an innovative wearable
computer, Google Glass allowed users to access the internet, capture photographs and videos,
receive notifications, make phone calls, and interact with digital information through voice
commands and a small display positioned above the user’s field of vision. Although the device
represented a remarkable technological achievement, it quickly became the centre of an intense
global debate concerning privacy, surveillance, and social acceptability.

The primary source of public concern was the device’s ability to record images and videos
without drawing attention. Unlike smartphones, which require users to visibly hold and operate
the device, Google Glass enabled recording through simple voice commands or subtle gestures
while maintaining the appearance of ordinary eyewear. Many individuals feared that they could
be photographed or recorded without their knowledge in restaurants, workplaces, classrooms,
hospitals, and other everyday environments. This uncertainty generated widespread discomfort
because surrounding individuals often had no practical way of determining whether recording
was taking place.

Public reaction to Google Glass demonstrated that privacy concerns could significantly influence
the commercial success of emerging technologies. Numerous restaurants, cinemas, casinos, bars,
educational institutions, and workplaces introduced policies prohibiting the use of Google Glass
due to fears of unauthorized recording and protection of confidential information. The term
“Glasshole” even emerged in popular culture to describe individuals perceived as invading the
privacy of others through the use of the device. These social responses reflected a broader
concern that wearable technologies were eroding established norms governing personal
interactions and informed consent.

From a legal perspective, Google Glass exposed important regulatory gaps concerning wearable
technologies. Existing privacy laws had largely been developed for traditional cameras,
smartphones, and online platforms rather than Al-enabled wearable devices capable of discreet
environmental recording. Although Google eventually discontinued its consumer version of
Google Glass, the privacy debates surrounding the product established many of the legal and
ethical issues that continue to influence discussions regarding Al-powered smart glasses today.
The experience demonstrated that technological innovation cannot succeed without
simultaneously addressing public expectations concerning privacy, transparency, and trust.

9.2 Ray-Ban Meta Smart Glasses and Al Integration

The introduction of Ray-Ban Meta Smart Glasses, developed through a collaboration between
Meta Platforms, Inc. and EssilorLuxottica, marked a significant evolution in wearable artificial
intelligence. Unlike earlier smart glasses that primarily focused on recording images or
displaying information, the latest generation integrates advanced Al capabilities including
computer vision, natural language processing, real-time image analysis, and voice-based digital
assistance. These features enable users to ask questions about their surroundings, identify
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objects, translate languages, receive contextual information, and interact with artificial
intelligence in a manner that resembles a constantly available personal assistant.

The integration of generative Al into wearable devices has substantially expanded both their
functionality and the legal concerns associated with their use. By combining cameras,
microphones, cloud computing, and large language models, Ray-Ban Meta Smart Glasses are
capable of continuously interpreting the surrounding environment rather than merely recording
it. For example, users can request descriptions of objects, obtain directions, receive shopping
recommendations, or ask Al systems to explain visual scenes. These capabilities illustrate the
growing convergence between wearable technology and artificial intelligence, creating entirely
new forms of human-computer interaction.

However, these technological advances also intensify concerns regarding bystander privacy and
informed consent. Individuals present within the device’s field of vision may unknowingly
become part of Al-driven data processing activities involving object recognition, image analysis,
and contextual interpretation. Although Meta has incorporated visible LED indicators intended to
notify others when recording occurs, privacy advocates argue that such indicators provide only
limited protection because they do not communicate the full extent of Al analysis or cloud-based
processing taking place. Questions therefore remain regarding whether existing notification
mechanisms satisfy the requirements of meaningful transparency and informed consent.

These concerns were demonstrated concretely in 2024, when two university students built a
system pairing Ray-Ban Meta Smart Glasses with commercially available facial-search software
to identify strangers on their campus in real time and retrieve names, phone numbers, and home
addresses within seconds. The pair reported that they deliberately chose the Ray-Ban Meta
device over other camera-equipped wearables precisely because its ordinary eyewear appearance
meant that the people they approached did not suspect they were being recorded or identified,
illustrating in practice the very notice failure that this paper identifies as the central weakness of
bystander consent in wearable AL

The development of Ray-Ban Meta Smart Glasses illustrates how privacy challenges have
evolved from concerns about recording alone to -broader -questions regarding artificial
intelligence, biometric analysis, and automated decision-making. As wearable Al devices
become increasingly intelligent, legal frameworks must address not only the collection of
personal information but also the sophisticated analytical capabilities that transform ordinary
observations into highly detailed digital profiles.

9.3 Facial Recognition Controversies in Wearable Technologies

Facial recognition technology has become one of the most controversial applications of artificial
intelligence, particularly when integrated into wearable devices capable of real-time
environmental observation. Unlike conventional identification methods, facial recognition

16 ‘Someone Put Facial Recognition Tech onto Meta’s Smart Glasses to Instantly Dox
Strangers’ (404 Media, 3 October 2024) <https://www.404media.co/someone-put-facial-
recognition-tech-onto-metas-smart-glasses-to-instantly-dox-strangers/> accessed 26 July
2026.
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systems analyse unique facial characteristics and compare them against stored databases to
identify individuals almost instantly. When incorporated into Al-powered smart glasses, this
capability transforms wearable devices into powerful identification tools capable of recognizing
strangers, retrieving personal information, and generating contextual insights without the
knowledge of the individuals being observed.

Several controversies have emerged globally regarding the use of facial recognition in wearable
technologies. Privacy advocates have expressed concern that combining facial recognition with
wearable devices could enable individuals to identify others in public spaces without consent,
thereby eliminating the practical anonymity traditionally associated with everyday life. Such
capabilities may expose individuals to stalking, harassment, discrimination, identity theft, or
targeted surveillance. Journalists, political activists, judges, lawyers, healthcare professionals,
and other vulnerable groups may face particularly heightened risks because their identities could
be revealed instantly to unknown individuals equipped with Al-powered wearable devices.

Concerns regarding facial recognition are further intensified by the possibility of algorithmic bias
and inaccurate identification. Numerous studies have demonstrated that certain facial recognition
systems perform less accurately when identifying women, older persons, and individuals
belonging to racial or ethnic minority groups. Inaccurate identification may result in wrongful
suspicion, discriminatory treatment, reputational harm, or unjustified law enforcement actions.
When such technologies become available within consumer wearable devices, the consequences
of algorithmic error extend beyond institutional settings into everyday social interactions. The
empirical basis for this concern is well documented: independent benchmark testing of
commercial facial-analysis systems has found error rates for darker-skinned women exceeding
thirty per cent, compared with error rates below one per cent for lighter-skinned men, a disparity
that prompted several major technology companies to suspend or restrict their facial recognition
offerings after the findings were published.!”

These controversies have prompted several governments and regulatory authorities to introduce
restrictions or enhanced oversight concerning facial recognition technologies. Nevertheless, legal
regulation remains fragmented, particularly with respect to consumer wearable devices. The
integration of facial recognition into Al-powered smart glasses therefore continues to represent
one of the most significant unresolved issues in contemporary privacy law, highlighting the need
for stronger safeguards relating to consent, transparency, proportionality, and human rights
protection.

9.4 Lessons from Emerging AI Wearable Deployments

The experiences gained from the development and deployment of Al-powered smart glasses
provide several important lessons for lawmakers, technology companies, regulators, and society
as a whole. Perhaps the most significant lesson is that technological innovation and public
acceptance are closely interconnected. The commercial history of wearable devices demonstrates
that technological sophistication alone is insufficient to ensure success if privacy concerns,

17 Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in
Commercial Gender Classification’ (2018) 81 Proceedings of Machine Learning Research
77.
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ethical issues, and public trust are not adequately addressed. Consumers increasingly expect
emerging technologies to respect personal autonomy, provide meaningful transparency, and
incorporate safeguards protecting both users and non-users.

Recent controversies confirm that this lesson has not yet been fully absorbed by the industry.
Commentators reviewing the reception of second-generation Al-enabled glasses have observed
that the devices have revived the same ‘Glasshole’-style backlash that affected Google Glass a
decade earlier, suggesting that the underlying notice problem, rather than any particular brand or
design choice, is the recurring source of public distrust in camera-equipped eyewear. '8

Another important lesson concerns the limitations of existing legal frameworks. Current privacy
laws were generally developed for technologies that operate through visible interfaces and direct
user interaction. Al-powered smart glasses challenge these assumptions by enabling continuous
environmental observation, biometric analysis, and real-time artificial intelligence within devices
that closely resemble ordinary eyewear. The experiences of Google Glass, Ray-Ban Meta Smart
Glasses, and related wearable technologies demonstrate that traditional legal concepts such as
notice, consent, and reasonable expectation of privacy require substantial reconsideration in light
of modern technological capabilities.

The deployment of Al wearables also highlights the importance of integrating ethical
considerations into technological design from the earliest stages of development. Features such
as visible recording indicators, privacy-by-design architecture, local processing of sensitive
information, data minimization, user education, and independent Al audits should not be viewed
merely as regulatory obligations but as essential components of responsible innovation.
Technology companies that proactively address privacy concerns are more likely to gain public
confidence and reduce the risk of future legal disputes.

Finally, these case studies demonstrate that effective governance of Al-powered smart glasses
requires a multidisciplinary approach involving legislators, courts, technology developers,
privacy regulators, civil society organizations, human rights experts, and the general public. No
single legal instrument or technological safeguard is sufficient to address all the challenges
created by wearable artificial intelligence. Instead, comprehensive regulatory frameworks must
combine robust privacy protections, ethical Al principles, technical safeguards, international
cooperation, and continuous public oversight. Only through such an integrated approach can
societies fully realize the benefits of Al-powered wearable technologies while ensuring that
innovation remains consistent with the protection of privacy, human dignity, and fundamental
human rights.

10. Towards a Privacy-Centric Regulatory Framework

The rapid advancement of Al-powered smart glasses has fundamentally reshaped the relationship
between technology, privacy, and the law. Unlike conventional digital devices, smart glasses
combine artificial intelligence, cameras, microphones, facial recognition, cloud computing, and

18 ‘From Glassholes to “Pervert Glasses”: Why Smart Eyewear Keeps Failing the Privacy
Test’ (AdGuard Blog) <https://adguard.com/en/blog/smart-meta-glasses-pervert-
privacy.html> accessed 26 July 2026.
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real-time data processing within an inconspicuous wearable device capable of continuously
observing and analysing the surrounding environment. While these innovations provide
considerable benefits in communication, accessibility, healthcare, education, navigation, and
workplace productivity, they also expose serious shortcomings in existing legal and regulatory
frameworks. Current privacy laws were largely developed to regulate websites, mobile
applications, and traditional surveillance systems rather than Al-enabled wearables capable of
collecting biometric information and monitoring both users and bystanders simultaneously.

A privacy-centric regulatory framework recognizes that privacy should not be treated merely as
an afterthought or a compliance requirement but as a foundational principle guiding every stage
of technological development, deployment, and governance. Such a framework places the
protection of individual rights at the centre of innovation by ensuring that technologies are
designed to minimize privacy risks before they arise. It also acknowledges that safeguarding
privacy requires more than obtaining user consent. Effective regulation must address issues such
as bystander rights, transparency, accountability, algorithmic fairness, biometric security, and
independent oversight. A privacy-centric model therefore balances technological innovation with
constitutional values and internationally recognized human rights, ensuring that the benefits of
Al-powered smart glasses are achieved without compromising individual dignity, autonomy, and
democratic freedoms.

10.1 Privacy-by-Design and Privacy-by-Default

One of the most effective methods of protecting privacy in the era of artificial intelligence is the
adoption of the principles of Privacy-by-Design and Privacy-by-Default. These concepts require
privacy safeguards to be incorporated into the architecture of technology from the earliest stages
of development rather than being introduced after products have already entered the market.
Instead of reacting to privacy violations once they occur, developers are encouraged to anticipate
potential risks during product design and implement preventive measures that minimize
unnecessary collection and processing of personal information. This proactive approach
recognizes that effective privacy protection is most successful when it becomes an integral part
of technological innovation rather than an external legal obligation.

For Al-powered smart glasses, Privacy-by-Design means: that manufacturers should carefully
evaluate every feature capable of collecting or analysing personal information before the device
is released. Cameras, microphones, facial recognition systems, voice assistants, location tracking,
and cloud-based artificial intelligence should be configured in ways that collect only the
information necessary for legitimate purposes. Features involving sensitive biometric data should
include strong encryption, secure storage, and automatic deletion mechanisms where continued
retention is unnecessary. Wherever possible, personal information should be processed directly
on the device rather than transmitted to remote cloud servers, thereby reducing cybersecurity
risks and limiting opportunities for unauthorized access.

Privacy-by-Default complements this approach by ensuring that the strongest privacy settings are
automatically activated when consumers begin using the device. Users should not be required to
search through complex settings to protect their privacy. Instead, recording functions, facial
recognition capabilities, cloud synchronization, and location sharing should remain disabled
unless users actively choose to enable them after receiving clear information about their
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implications. This approach protects individuals who may lack technical expertise while
encouraging responsible data management practices across the industry.

Embedding privacy into the design process also strengthens public confidence. Consumers are
increasingly willing to adopt emerging technologies when they believe that privacy has been
considered as a fundamental value rather than merely a regulatory requirement. Consequently,
Privacy-by-Design and Privacy-by-Default should become mandatory standards for
manufacturers developing future generations of Al-powered wearable technologies.

10.2 Mandatory Visual Recording Indicators

One of the primary privacy concerns associated with Al-powered smart glasses is the difficulty
individuals face in determining whether they are being recorded or monitored. Unlike
smartphones or conventional cameras, which generally require visible user interaction, smart
glasses allow recording through discreet voice commands or simple gestures while maintaining
the appearance of ordinary eyewear. This creates uncertainty for bystanders because they often
cannot distinguish between normal eye contact and active recording. Such uncertainty
undermines social trust and weakens the ability of individuals to make informed decisions
regarding their interactions with others.

To address this problem, future regulation should require all Al-powered smart glasses equipped
with recording capabilities to incorporate mandatory visual recording indicators that are easily
visible to surrounding individuals. These indicators may include bright LED lights, illuminated
camera modules, or other standardized visual signals that automatically activate whenever
recording, photography, facial recognition, or Al-assisted image analysis is taking place.
Importantly, these indicators should not be capable of being disabled or concealed by users
because doing so would defeat their purpose as transparency mechanisms.

Mandatory recording indicators perform several important legal and ethical functions. First, they
promote transparency by informing bystanders that data collection is occurring, thereby allowing
individuals to adjust their behaviour or avoid interaction where appropriate. Second, they
strengthen accountability by discouraging covert surveillance and unauthorized recording. Third,
they encourage greater public trust because people are more likely to accept wearable Al
technologies when recording activities are openly disclosed rather than hidden.

Although wvisual indicators cannot entirely eliminate privacy concerns, they represent an
important safeguard that supports informed awareness and responsible technology use. Their
widespread adoption would contribute significantly to balancing technological innovation with
the reasonable expectation that individuals should know when they are being observed by Al-
enabled recording devices.

10.3 Bystander Notification Mechanisms

One of the most significant legal gaps identified throughout this research concerns the limited
protection afforded to bystanders who become incidental subjects of Al-powered smart glasses.
Existing privacy laws generally focus on obtaining consent from device users while paying
comparatively little attention to individuals whose personal information may be collected
without their knowledge. Since wearable Al devices frequently operate in public and semi-public
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environments, obtaining explicit consent from every bystander is often impractical. Nevertheless,
this practical difficulty should not justify the complete absence of legal protection.

Future regulatory frameworks should therefore introduce meaningful bystander notification
mechanisms that provide individuals with reasonable awareness whenever wearable Al
technologies are actively collecting or processing information relating to them. Notification may
take various forms depending upon technological capabilities and the surrounding environment.
Visual recording indicators represent one method of notification, but additional mechanisms such
as audible alerts in sensitive locations, standardized privacy symbols, digital proximity
notifications, or location-specific notices may also contribute to improving transparency.

The objective of bystander notification is not necessarily to require formal consent in every
situation but to reduce the invisibility of Al-powered surveillance. Individuals should possess
sufficient information to understand when wearable Al systems are operating and what forms of
data collection may be occurring. Such awareness enables people to make informed choices
regarding their interactions, movements, or participation within particular environments.

Notification mechanisms are particularly important in locations where expectations of privacy
remain relatively high despite public accessibility, including hospitals, educational institutions,
workplaces, places of worship, court buildings, and healthcare facilities. Special restrictions may
also be justified in environments involving children, vulnerable individuals, or confidential
professional activities. By recognizing the legitimate interests of bystanders alongside those of
technology users, future regulation can achieve a more balanced approach that respects both
innovation and fundamental privacy rights.

10.4 Biometric Data Protection Standards

Among all categories of personal information collected by Al-powered smart glasses, biometric
data requires the highest level of legal protection because of its permanent and uniquely
identifying nature. Facial characteristics, iris patterns, voiceprints, and other biometric identifiers
cannot easily be changed if compromised, unlike passwords or identification numbers. Once
biometric information is improperly collected, disclosed, or misused, the resulting privacy harms
may persist indefinitely. Consequently, Al-powered wearable technologies capable of facial
recognition or biometric analysis should be subject to particularly stringent legal safeguards.

Future regulatory frameworks should establish comprehensive biometric data protection
standards governing every stage of information processing, including collection, storage,
analysis, sharing, retention, and deletion. Organizations should be permitted to collect biometric
information only where clearly necessary, legally justified, and proportionate to a legitimate
purpose. Sensitive biometric processing should require enhanced transparency, strong
encryption, secure storage infrastructure, restricted access controls, and regular cybersecurity
audits to prevent unauthorized disclosure.

Equally important is the principle of data minimization. Al-powered smart glasses should avoid
collecting biometric information unless absolutely necessary for a clearly defined function
requested by the user. Where biometric information is temporarily processed for authentication
or accessibility purposes, it should be automatically deleted once the relevant task has been
completed unless continued retention is legally justified. Organizations should also maintain
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detailed records concerning biometric processing activities and remain subject to independent
regulatory oversight.

Robust biometric protection standards are essential because facial recognition and related
technologies possess the potential to fundamentally alter social interactions, enable large-scale
surveillance, and facilitate discriminatory profiling. By recognizing biometric information as one
of the most sensitive forms of personal data, lawmakers can establish stronger safeguards that
preserve both technological innovation and individual autonomy.

10.5 Transparency and Accountability Requirements

Transparency and accountability form the foundation of trustworthy artificial intelligence
governance. Al-powered smart glasses perform numerous sophisticated operations involving
image recognition, language processing, facial identification, behavioural analysis, cloud
computing, and algorithmic decision-making. Much of this activity occurs invisibly within
complex Al systems that remain difficult for ordinary users or bystanders to understand. Without
adequate transparency, individuals cannot make informed decisions regarding their privacy or
effectively exercise their legal rights.

Future regulation should require technology companies to provide clear, accessible, and
understandable information regarding the operation of wearable Al systems. Rather than relying
upon lengthy legal documents filled with technical terminology, privacy information should be
communicated through concise explanations that enable users to understand what information is
collected, why it is processed, how long it will be retained, whether artificial intelligence will
analyse it, and whether it will be transferred across national borders.

Accountability complements transparency by ensuring that organizations remain legally
responsible for the consequences of their Al systems. Manufacturers should document important
design decisions, maintain records concerning Al training processes, conduct regular internal
reviews, and cooperate fully with regulatory authorities. Independent audits should periodically
evaluate whether Al systems operate consistently with legal requirements, ethical principles, and
stated privacy commitments.

Effective accountability also requires meaningful legal remedies. Individuals whose rights have
been violated should possess accessible mechanisms for filing complaints, obtaining
explanations, correcting inaccurate information, and seeking compensation where appropriate.
By combining transparency with enforceable accountability, regulators can encourage
responsible corporate behaviour while strengthening public trust in wearable artificial
intelligence.

10.6 AI Impact Assessments for Wearable Technologies

As Al-powered smart glasses become increasingly sophisticated, governments should require
organizations to conduct Al Impact Assessments before introducing wearable Al technologies
into commercial markets. Similar to environmental impact assessments, these evaluations would
identify potential risks associated with artificial intelligence before widespread deployment
occurs, allowing organizations to address privacy concerns proactively rather than reacting after
harm has already been caused.
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An Al Impact Assessment should examine numerous factors relating to privacy, cybersecurity,
human rights, algorithmic fairness, discrimination, transparency, data governance, and public
safety. Developers should evaluate whether proposed technologies collect excessive information,
rely upon unnecessary biometric processing, generate discriminatory outcomes, or create
disproportionate risks to vulnerable populations. They should also assess the potential effects
upon bystanders, democratic participation, freedom of expression, and social trust.

The assessment process should involve multidisciplinary expertise rather than relying
exclusively upon software engineers or corporate management. Legal scholars, ethicists,
cybersecurity professionals, human rights experts, behavioural scientists, accessibility specialists,
and representatives of affected communities should participate in evaluating the societal
implications of wearable Al technologies. Independent regulatory authorities may also review
high-risk assessments before products receive authorization for commercial deployment.

Regular reassessment should continue throughout the product lifecycle because Al systems
evolve through software updates, expanded functionalities, and changing methods of data
processing. Continuous evaluation enables organizations to identify emerging risks while
adapting privacy safeguards to technological developments. Al Impact Assessments therefore
represent an essential preventive tool for promoting responsible innovation and protecting
fundamental rights.

10.7 Strengthening Enforcement and Regulatory Oversight

Even the most comprehensive privacy legislation cannot effectively protect individuals unless
supported by strong enforcement mechanisms and independent regulatory oversight. One of the
recurring weaknesses identified within existing legal frameworks is that enforcement frequently
lags behind technological innovation. Regulatory authorities often face limited technical
expertise, inadequate investigative resources, and jurisdictional challenges when attempting to
supervise rapidly evolving Al technologies operating across multiple countries.

Strengthening enforcement requires empowering independent data protection authorities and Al
regulatory bodies with sufficient legal powers, technical expertise, financial resources, and
investigative capacity. These institutions should possess authority to conduct inspections, require
disclosure of relevant information, order corrective measures, suspend unlawful processing
activities, and impose proportionate financial penalties where organizations fail to comply with
legal obligations.

Regulatory oversight should also encourage continuous monitoring rather than relying
exclusively upon complaints submitted after privacy violations occur. High-risk wearable Al
technologies may require periodic compliance reviews, mandatory reporting obligations,
independent technical audits, and certification procedures demonstrating ongoing adherence to
privacy and ethical standards. Such preventive supervision reduces opportunities for systemic
privacy violations while promoting greater corporate responsibility.

International cooperation among regulatory authorities is equally important because Al-powered
smart glasses frequently involve multinational corporations and cross-border data transfers.
Information sharing, joint investigations, harmonized regulatory standards, and coordinated
enforcement actions can significantly improve the effectiveness of global Al governance.
Ultimately, strong enforcement mechanisms ensure that privacy protections remain meaningful




Volume 3 — Issue 3 Journal of Multi-Disciplinary Legal Research ISSN: 2582-9947

in practice rather than existing solely as legal principles on paper. By combining comprehensive
legislation with effective regulatory oversight, governments can establish a privacy-centric
framework that encourages innovation while preserving the fundamental rights and freedoms
essential to democratic societies.

11. International Cooperation and Harmonization

The global nature of artificial intelligence makes international cooperation indispensable for the
effective regulation of Al-powered smart glasses. These devices frequently rely upon cloud
computing infrastructure, multinational technology companies, and cross-border data transfers
that extend beyond the jurisdiction of any single country. Personal information collected in one
nation may be processed in another and stored in servers located elsewhere, creating complex
legal questions regarding jurisdiction, applicable law, regulatory enforcement, and individual
rights. Without international coordination, differences in national legal systems may create
regulatory loopholes that weaken privacy protection and encourage inconsistent compliance.

International cooperation should focus on developing harmonized legal principles governing
biometric information, artificial intelligence, cross-border data transfers, cybersecurity,
transparency, and accountability. Although complete uniformity among national legal systems
may be unrealistic, countries can nevertheless establish common minimum standards that ensure
consistent protection of fundamental rights regardless of where Al systems operate. International
organizations, regional institutions, governments, data protection authorities, technology
companies, academic researchers, and civil society organizations all have important roles to play
in developing these shared standards.

Cooperation should also include mechanisms for exchanging regulatory information,
coordinating investigations, sharing technical expertise, and conducting joint research into the
societal impacts of wearable Al technologies. International certification systems and common
technical standards could further assist manufacturers in demonstrating compliance across
multiple jurisdictions while reducing unnecessary regulatory fragmentation.

Most importantly, international harmonization should be guided by universally recognized
human rights principles rather than purely commercial or technological considerations. Privacy,
dignity, equality, freedom of expression, and personal autonomy should remain central values
informing global Al governance. As Al-powered smart glasses continue to evolve and spread
across national borders, collaborative international regulation will become essential for ensuring
that technological innovation develops in a manner that benefits humanity while safeguarding the
rights and freedoms of individuals worldwide.

12. Recommendations

The emergence of Al-powered smart glasses has demonstrated that technological innovation
often progresses much faster than the legal and ethical frameworks designed to regulate it. While
these devices offer significant advantages in fields such as healthcare, accessibility, education,
communication, navigation, and workplace efficiency, they simultaneously create new forms of
privacy intrusion that existing laws struggle to address. Throughout this study, it has become
evident that concerns surrounding Al-powered smart glasses extend beyond conventional issues
of data protection. They involve broader questions relating to bystander consent, biometric
surveillance, algorithmic accountability, transparency, human dignity, and the preservation of
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democratic values. Consequently, addressing these challenges requires a comprehensive strategy
that combines legal reform, responsible corporate practices, ethical technological development,
public awareness, and international collaboration.

A successful regulatory framework should not seek to hinder innovation or discourage
technological advancement. Instead, it should aim to ensure that innovation develops within
clearly defined legal and ethical boundaries that respect individual rights. Privacy should no
longer be regarded as a barrier to technological progress but rather as a fundamental design
principle capable of increasing public trust and encouraging the responsible adoption of
emerging technologies. Governments, technology companies, researchers, civil society
organizations, and users all have an important role to play in establishing a balanced governance
model for Al-powered wearable technologies. The following recommendations seek to provide a
practical roadmap for protecting privacy while allowing artificial intelligence to continue
contributing positively to social and economic development.

13. Conclusion

The rapid advancement of artificial intelligence has ushered in a new era of wearable
technologies that are fundamentally transforming the way individuals interact with the digital
and physical worlds. Al-powered smart glasses represent one of the most sophisticated examples
of this transformation, combining real-time image recognition, cloud computing, biometric
analysis, voice assistance, and contextual artificial intelligence within a device that resembles
ordinary eyewear. While these innovations promise remarkable benefits in areas such as
healthcare, accessibility, education, communication, public safety, and professional productivity,
they also create unprecedented legal and ethical challenges that existing regulatory systems are
not fully prepared to address. The technology has blurred the traditional distinction between
observation and surveillance, between convenience and intrusion, and between innovation and
accountability.

This research has demonstrated that the central concern surrounding Al-powered smart glasses is
not merely the collection of personal data but the broader impact these technologies have on
privacy, autonomy, dignity, democratic participation, and human rights. Unlike conventional
digital devices, smart glasses continuously observe and analyse the surrounding environment,
affecting not only users but also countless bystanders who may have no knowledge that they are
being recorded or subjected to artificial intelligence-driven analysis. Existing privacy laws, both
nationally and internationally, remain largely user-centric and therefore fail to adequately protect
individuals who become incidental subjects of Al-enabled surveillance. The absence of
meaningful bystander consent, coupled with the increasing use of facial recognition, behavioural
profiling, and cloud-based processing, exposes significant regulatory blind spots that demand
urgent legislative attention.

A comparative examination of legal frameworks in the European Union, the United States, the
United Kingdom, and India reveals that although substantial progress has been made in
strengthening digital privacy protections, no jurisdiction has yet developed a comprehensive
legal regime specifically tailored to Al-powered wearable technologies. Most existing
regulations continue to rely upon legal concepts developed for earlier generations of digital
technologies and therefore struggle to address the unique characteristics of wearable artificial
intelligence. The emergence of Al-powered smart glasses thus represents not merely a
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technological challenge but a constitutional and human rights challenge requiring
multidisciplinary responses that integrate law, ethics, technology, governance, and international
cooperation.

Ultimately, technological progress should not be measured solely by the sophistication of
artificial intelligence but by its ability to improve human life while preserving the values upon
which democratic societies are built. Innovation and privacy should not be viewed as opposing
objectives; rather, they should be understood as complementary principles capable of reinforcing
one another through thoughtful regulation and responsible technological development. The
future of wearable Al depends upon society’s ability to establish legal frameworks that protect
individual dignity, ensure transparency, encourage accountability, and maintain public trust.
Only by adopting a human-centred approach to Al governance can governments, technology
companies, and civil society ensure that the benefits of Al-powered smart glasses are realized
without compromising the fundamental rights and freedoms that remain essential in the digital
age.

BIBLIOGRAPHY

A. Books
1. Daniel J. Solove, Understanding Privacy (Harvard University Press, 2008).

2. Daniel J. Solove & Paul M. Schwartz, Information Privacy Law (7th ed., Wolters
Kluwer, 2021).

3. Alan F. Westin, Privacy and Freedom (Atheneum, 1967).

4. Julie E. Cohen, Between Truth and Power: The Legal Constructions of Informational
Capitalism (Oxford University Press, 2019).

5. Neil M. Richards, Intellectual Privacy: Rethinking Civil Liberties in the Digital Age
(Oxford University Press, 2015).

6. Shoshana Zuboff, The Age of Surveillance Capitalism (PublicAffairs, 2019).

7. Luciano Floridi, The Ethics of Information (Oxford University Press, 2013).

8. Luciano Floridi & Josh Cowls, Ethics of Artificial Intelligence (Oxford University Press,
2022).

9. Roger Brownsword, Eloise Scotford & Karen Yeung (eds.), The Oxford Handbook of
Law, Regulation and Technology (Oxford University Press, 2017).

10. Woodrow Hartzog, Privacy’s Blueprint: The Battle to Control the Design of New
Technologies (Harvard University Press, 2018).

11. Mireille Hildebrandt, Smart Technologies and the End(s) of Law (Edward Elgar
Publishing, 2015).

12. Viktor Mayer-Schonberger & Kenneth Cukier, Big Data: A Revolution That Will
Transform How We Live, Work and Think (John Murray, 2013).

13. Ryan Calo, A. Michael Froomkin & Ian Kerr (eds.), Robot Law (Edward Elgar
Publishing, 2016).

14. Karen Yeung & Martin Lodge (eds.), Algorithmic Regulation (Oxford University Press,
2019).

15. Graham Greenleaf, Asian Data Privacy Laws: Trade and Human Rights Perspectives
(Oxford University Press, 2014).




Volume 3 — Issue 3 Journal of Multi-Disciplinary Legal Research ISSN: 2582-9947

B. Statutes, Regulations and International Instruments

India - Constitution of India, 1950. - Digital Personal Data Protection Act, 2023. - Information
Technology Act, 2000. - Information Technology (Reasonable Security Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011. - Bharatiya Nyaya Sanhita, 2023
(where applicable to unlawful recording and digital offences).

European Union - General Data Protection Regulation (EU) 2016/679. - Artificial Intelligence
Act (EU AI Act), Regulation (EU) 2024/1689. - Charter of Fundamental Rights of the European
Union. - ePrivacy Directive 2002/58/EC.

United Kingdom - Data Protection Act 2018. - UK GDPR.

United States - California Consumer Privacy Act (CCPA), 2018. - California Privacy Rights Act
(CPRA), 2020. - Illinois Biometric Information Privacy Act (BIPA), 2008.

International - Universal Declaration of Human Rights, 1948. - International Covenant on Civil
and Political Rights, 1966. - OECD Privacy Guidelines (2013). - Council of Europe Convention
108+. - UNESCO Recommendation on the Ethics of Artificial Intelligence (2021).

C. Judicial Decisions

India - Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1. - People’s Union
for Civil Liberties (PUCL) v. Union of India, (1997) 1 SCC 301. - R. Rajagopal v. State of Tamil
Nadu, (1994) 6 SCC 632. - Kharak Singh v. State of Uttar Pradesh, AIR 1963 SC 1295. - Gobind
v. State of Madhya Pradesh, (1975) 2 SCC 148.

European Court of Human Rights - Peck v. United Kingdom (2003). - Von Hannover v.
Germany (2004). - S. and Marper v. United Kingdom (2008).

United States - Carpenter v. United States, 138 S. Ct. 2206 (2018). - Katz v. United States, 389
U.S. 347 (1967). - Riley v. California, 573 U.S. 373 (2014).

D. Government Reports and Institutional Reports

1.  European Commission, Proposal for a Regulation Laying Down Harmonised Rules on
Artificial Intelligence.

2.  European Data Protection Board (EDPB), Guidelines on Processing Personal Data
through Video Devices.

3. European Union Agency for Fundamental Rights (FRA), Facial Recognition Technology:
Fundamental Rights Considerations.

4.  UNESCO, Recommendation on the Ethics of Artificial Intelligence (2021).
5. OECD, Attificial Intelligence Principles.

6. UK Information Commissioner’s Office (ICO), Guidance on Artificial Intelligence and
Data Protection.

7. UK Information Commissioner’s Office, Data Protection Impact Assessments.
8. NITI Aayog, National Strategy for Artificial Intelligence (2018).

9. Ministry of Electronics and Information Technology (MeitY), Government of India,
Report on the Digital Personal Data Protection Framework.
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10.
1.
12.
13.

World Economic Forum, Global Risks Report (latest edition).

World Economic Forum, Unlocking Value from Data Collection in the Digital Economy.
Stanford University, Al Index Report (latest edition).

World Bank, World Development Report: Data for Better Lives.

E. Journal Articles and Research Papers

1.
2.

10.
11.
12.
13.
14.
15.
16.

Helen Nissenbaum, “Privacy as Contextual Integrity,” Washington Law Review.

Ryan Calo, “People Can Be So Fake: A New Dimension to Privacy and Technology
Scholarship,” Penn State Law Review.

Woodrow Hartzog, “The Inadequate, Invaluable Fair Information Practices,” Maryland
Law Review.

Neil M. Richards & Jonathan H. King, “Three Paradoxes of Big Data,” Stanford Law
Review Online.

Andrew D. Selbst & Julia Powles, “Meaningful Information and the Right to
Explanation,” International Data Privacy Law.

Sandra Wachter, Brent Mittelstadt & Luciano Floridi, “Why a Right to Explanation of
Automated Decision-Making Does Not Exist in the General Data Protection Regulation.”

Julie E. Cohen, “Examined Lives: Informational Privacy and the Subject as Object.”

Solon Barocas & Helen Nissenbaum, “Big Data’s End Run Around Procedural Privacy
Protections.”

Frank Pasquale, “The Black Box Society.”

Karen Yeung, “Algorithmic Regulation.”

Luciano Floridi et al., “Al4People—An Ethical Framework for a Good Al Society.”
Shoshana Zuboff, “Surveillance Capitalism.”

Woodrow Hartzog & Evan Selinger, “The Hidden Harms of Smart Glasses.”
Jennifer Urban & Chris Jay Hoofnagle, “The Privacy Pragmatist.”

Bert-Jaap Koops, “The Trouble with European Data Protection Law.”

Joy Buolamwini & Timnit Gebru, “Gender Shades: Intersectional Accuracy Disparities in
Commercial Gender Classification,” Proceedings of Machine Learning Research 81
(2018) 77.

F. Industry White Papers and Technical Documentation

A e

Meta Platforms Inc., Ray-Ban Meta Smart Glasses Privacy Guide.
Meta Platforms Inc., Responsible Al Standards.

Google LLC, Google Glass Privacy Principles.

Apple Inc., Apple Vision Pro Privacy Overview.

OpenAl, Safety and Governance Documentation (where Al governance principles are
discussed).

G. Websites Referred

European Commission.

European Data Protection Board.

European Union Agency for Fundamental Rights.
European Parliament.
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UNESCO.
OECD.
Council of Europe.

Government of India, Ministry of Electronics and Information Technology.

Digital India.

UK Information Commissioner’s Office.

U.S. Federal Trade Commission.

Stanford Human-Centered Artificial Intelligence (HAI).
World Economic Forum.

Electronic Frontier Foundation (EFF).
Electronic Privacy Information Center (EPIC).
Future of Privacy Forum.

Internet Society.

Meta Transparency Center.

Google Al

Apple Privacy.

H. Newspapers and News Portals

A e A U e
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—_

The Hindu.

The Indian Express.
The Times of India.
The Economic Times.
Mint.

The Guardian.

The New York Times.
The Washington Post.
BBC News.

. Reuters.
. Bloomberg Technology.

Financial Times.

. Wired.
. MIT Technology Review.

I. Reports by Civil Society and Research Organizations

1.

N kWD

Electronic Frontier Foundation (EFF), Privacy and Surveillance Reports.

Electronic Privacy Information Center (EPIC), Facial Recognition Reports.

Access Now, Digital Rights Reports.

Privacy International, State of Privacy Reports.

Ada Lovelace Institute, Biometric Technologies and Society Reports.
Center for Democracy & Technology (CDT), Al Governance Reports.
Al Now Institute, Annual Al and Society Reports.

Mozilla Foundation, Internet Health Reports.




