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CHAPTER 1: INTRODUCTION  

Background and significance of technology in criminal justice 

In the modern era, the use of technology in the criminal justice system has been widely recognized 

across the world. This is due to its ability to assist in achieving efficiency, transparency, and greater 

accuracy in delivering justice. The Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS)and 

Bharatiya Sakshya Adhiniyam (BSA) have played an important role in enabling this objective by 

incorporating technology as a tool of proof of truth. 

 

Relationship between technology and finding truth 

Over time, the application of technology has aided significantly in discovering the truth in various 

areas of life. Its importance includes recording audio-visually any statement of a witness, taking 

depositions through video conferencing, and admitting electronic records as documentary 

evidence. These provisions have been incorporated in the BNSS and BSA to enable faster delivery 

of justice as well as to ensure that all parties to a case – the witnesses, victims, and the accused, 

are treated fairly.1 

 

 
1 Bharatiya Nagarik Suraksha Sanhita, No. 46 of 2023, § 2(1)(a) (India). 
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Research problems and questions 

1. What are the important provisions of BNSS and BSA concerning the use of technology as a tool 

of proof of truth? 

2. What are the benefits of recording statements of witnesses audio-visually and taking their 

depositions via video conferencing as witnessed in the BNSS? 

3. What are the limitations of the admissibility of electronic records as certified under the BSA? 

4. How does the application of technology ensure procedural justice and protection of the rights of 

all parties to the criminal justice process? 

 

Research methodology 

The research will be done using a mixed method consisting of qualitative and quantitative analysis. 

In this regard, documentation of relevant materials related to the research problem will be done. 

Thereafter, the contents will be analyzed to come up with the results and conclusion of this 

research.2 

 

 

 

Scope and limitations of the research study 

The scope of this research study will focus on elucidating the provisions of BNSS and BSA relating 

to the recording of statements of witnesses by audio-video means, taking depositions via video 

conferencing, and the admittance of electronic records as documentary evidence. The limitation of 

this study is that, though these provisions intend to help achieve justice, the scope will not include 

an assessment of how efficient their application is likely to be in the current court setup. 

Furthermore, the research will be confined to providing an analysis of these provisions within the 

jurisdiction of the Indian judiciary system at the level of the High Courts and the Supreme Court. 

Additionally, even though the application of technology has been emphasized, the technological 

aspects of these provisions will not be evaluated.3 

 

 

 
2 Bharatiya Sakshya Adhiniyam, No. 47 of 2023, 2(1)(d) (India). 
3 The Constitution of India art. 21. 
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Assumptions and hypotheses 

• The incorporation of technology in the BNSS and BSA has increased the accuracy of truth-

findings in Indian Courts. 

• The application of the provisions of recording statements of witnesses by audio-video means and 

taking depositions via video conferencing has boosted procedural justice in Indian Courts. 

• The admissibility of electronic records as per BSA has enhanced credibility of evidence in Indian 

Courts. 

 

Implication of the research study 

The research will contribute to the existing knowledge by assessing how the provisions of BNSS 

and BSA can help promote truth-realization and procedural justice in the Indian judicial system. 

Its implications will be felt by the policy makers tasked with ensuring justice delivery reforms as 

well as by legal scholars who seek to understand the justice system better. Thus, the findings of 

this research study will help open new vistas for a more just and equitable society through a deeper 

understanding of how the application of technology can aid in transforming the criminal justice 

system, particularly in relation to truth-realization and ensuring procedural justice.4 

 

CHAPTER 2: LEGAL AND CONCEPTUAL FRAMEWORK 

2.1 Introduction 

Technology in the criminal law process requires both legal and conceptual analysis. The Bharatiya 

Nagarik Suraksha Sanjita, 2023 (BNSS), which regulates the investigative, inquest and trial 

procedures, and the Bharatiya Sakshya Adhiniyam, 2023 (BSA), which regulates proof and 

admissibility of evidence, accordingly provide the context in which recording, video-conference 

and reliance on electronic records may serve as safeguarding devices for truthfulness.5 

 

Technology may facilitate accuracy and transparency but its very existence may pose risks to the 

reliability of information. One may wonder at times, if a recording captures everything, if a 

recording file is complete, if information on a screen is unaltered, if testimony is not tampered 

 
4 Indian Evidence Act, No. 1 of 1872, § 65B (repealed 2023). 
5 Information Technology Act, No. 21 of 2000, § 4 (India). 
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with. The law must accordingly respond not solely to the permissibility of using technology, but 

to the authentication, preservation, testing and evaluation of its products and processes.6 

 

2.2 Legislative context 

The BNSS and the BSA constitute the legislative replacement of India’s principal criminal 

procedure and evidence statutes. The BNSS came into force on 1 July 2024, subject to the 

applicable commencement arrangements. The BNSS replaced the Code of Criminal Procedure, 

1973 and the BSA replaced the Indian Evidence Act, 1872. Their enactment reflects an attempt to 

modernise criminal justice, by recognising the role of electronic communication, digital records 

and technology-assisted proceedings. 

The BNSS is primarily procedural – it regulates how the cases move from investigation to trial 

and provides for technology-assisted mechanisms in specific provisions. Its provisions relating to 

audio-video recording and usage of electronic processes must be read together with the safeguards 

over voluntariness, supervisory interventions, participation, rights of the accused and witnesses. 

The BSA is primarily evidentiary – it regulates what materials may constitute evidence and how 

they must be proved. Its recognition of electronic and digital records is significant, since 

contemporary investigations increasingly rely on communication, recording, device data and other 

digital materials. The BSA’s provisions do not obviate proof – the party relying on a record must 

establish relevance and meet requirements on its production and evidentiary foundation.7 

 

2.3 Relationship between procedure and evidence 

The BNSS and BSA perform complementary functions – the BNSS may empower the making or 

use of a recording during a procedural step and the BSA governs evidentiary issues when the 

recording is relied on in court. Thus, a recording may be procedurally made but still face 

authenticity or admissibility tests. A technically reliable electronic record may be challenged on 

the grounds of legal or fairness-related issues.8 

 
6 State of Maharashtra v. Dr. Praful B. Desai, (2003) 4 S.C.C. 601 (India). 
7 Anvar P.V. v. P.K. Basheer, (2014) 10 S.C.C. 473 (India). 
8 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal, (2020) 7 S.C.C. 1 (India). 
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This distinction is crucial to the significance of technology as a safeguard for truth. A recording 

may preserve what was said or done and reduce the reliance on memory or the risk of coercion, 

but its value is dependent on when, how and by whom it was created and placed before the court. 

 

2.4 Electronic and digital records 

The BSA expressly recognises electronic and digital records as part of the law of evidence. These 

records may take the form of audio and video files, emails, messages, electronic documents, device 

data and any information stored or transmitted using digital systems. The nature of the record is 

not a decisive factor for its evidentiary value – a court must consider relevance, adequacy of proof 

and the weight to be assigned to it. 

Electronic evidence is significantly different from traditional physical evidence – it can be copied 

without obvious changes, modified without obvious markings, separated from their generating 

systems and has embedded information relating to their history. Metadata may assist in assessing 

authenticity but metadata too can be scrutinised – a screenshot or extracted copy of a digital file 

cannot reveal what information was available, removed or included.9 

 

2.5 Authenticity, integrity and reliability 

Authenticity relates to whether a record is what the proponent claims it to be. In a case where a 

party seeks to rely on a video, one must establish that it depicts the relevant scene. Identification 

of a device, recording protocol, participants or custody may be relevant if such factors are pertinent 

to the matter at hand. 

Integrity relates to whether the record has been kept complete, not changed and if any alteration 

can be identified and explained. Preservation of the original file, documentation of transfers from 

one system to another, secure storage and access authorisations and a visible chain of custody can 

aid in establishing this. 

Reliability relates to whether the record can be trusted as a true account of the matter it is relied to 

prove. Reliability is dependent on recording conditions, device performance and continuity, sound 

or image quality, the potential of interruption and the possibility of editing or tampering. 

Reliability is also concerned with context – an authentic recording may be misleading if it is 

incomplete or presented without relevant supporting information. 

 
9 Shafhi Mohammad v. State of Himachal Pradesh, (2018) 2 S.C.C. 801 (India). 
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These concepts are interrelated but distinct – a record may be authentic but not complete, or intact 

but of low quality, or seem reliable without being authentic or proven under acceptable conditions. 

Courts must weigh these questions with an awareness of the particular record and the applicable 

statutory requirements.10 

 

2.6 Conceptual significance for this study 

This chapter embraces a cautiously balanced attitude towards technology. Technology is neither a 

naturally occurring truth-producing medium nor inherently faulty and misleading. Used correctly 

it may create a contemporaneous record, increase accessibility and accountability. Used incorrectly 

it may create new dangers regarding manipulation, privacy, access and reliability. 

Accordingly, the following chapters engage with the procedural use of technology under the BNSS 

and the evidentiary issues of electronic records under the BSA. The critical question is whether 

the law ensures that the creation and preservation of digital material are appropriately regulated, 

that such records can be challenged in the appropriate manner by the parties and that they are 

evaluated before the courts according to their demonstrated authenticity, integrity and reliability.11 

 

CHAPTER 3: AUDIO-VIDEO RECORDING OF STATEMENTS UNDER 

SECTION 183 BNSS 

3.1 Introduction 

Recorded statements and confessions may be valuable tools in criminal investigations, helping to 

clarify how or if a suspect or accused person gave a statement. A recording captures the words, 

questions, and conduct of persons present, and could be used to assist courts in determining 

whether a written record was made fairly and accurately, without misleading omissions or 

additions. 

Section 183 of the Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) addresses the recording of 

a confession and statement of an accused by a Magistrate conducting investigation. This section 

contemplates the use of audio-video electronic recording under specified conditions. It shall be 

read together with the safeguards relating to confessions and statements, the constitutional 

 
10 Selvi v. State of Karnataka, (2010) 7 S.C.C. 263 (India). 
11 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1 (India). 
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protection against self-incrimination, and the rules of evidence under the Bharatiya Sakshya 

Adhiniyam, 2023 (BSA).12 

 

3.2 Scope and purpose 

Section 183 provides that a Magistrate may record a confession or statement of an accused in the 

manner specified. The BNSS specifically envisages audio-video recording of confession and 

statement, including the use of mobile phones and the presence of the accused’s advocate, where 

applicable. The precise scope depends on the nature of the statement and the circumstances in 

which it is made - the statutory text and the applicable rules should be consulted in each case. 

The purpose of recording is to capture a more complete view of the recording process itself. A 

written record of a statement may fail to reflect interruptions, hesitations, or the nature of 

questioning, and may be silent as to whether the person making the statement was under pressure. 

Audio-video evidence would enable the court to assess the circumstances in which the statement 

was given and to compare the recording with the written record or memorandum. 

Recording can help to deter improper influence: if a person knows that the process is being 

recorded, they may be less likely to resort to coercion or inducement, and to ask leading questions. 

The recording could also safeguard an accused or witness against subsequent complaints that the 

statement was improperly obtained.13 

 

3.3 Procedural safeguards and voluntariness 

A confession is potentially highly prejudicial to the person making it. The Magistrate must ensure 

that the person understands the relevant safeguards and that the statement is voluntary. A recording 

does not of itself establish voluntariness: while the process may be captured on video, the court 

must still consider the context in which the statement was made.14 

The Magistrate should take care to establish whether the person is under threat, promise, pressure 

or other improper influence, and should allow the person a fair opportunity to speak and to ask any 

clarifying questions. Where the law requires a period of reflection or separation, this safeguard 

remains relevant even where recording technology is used. 

 
12 Maneka Gandhi v. Union of India, (1978) 1 S.C.C. 248 (India). 
13 Zahira Habibulla H. Sheikh v. State of Gujarat, (2004) 4 S.C.C. 158 (India). 
14 R. v. Sussex Justices, ex parte McCarthy, [1924] 1 K.B. 256 (Eng.). 
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The presence of counsel may help to ensure that the person making the statement understands the 

process, but counsel’s presence should not override the responsibility of the Magistrate to 

determine voluntariness. The recording should show who is present, when the recording starts and 

finishes, and whether there are any interruptions. 

Statements by witnesses and confessions by accused persons should not be treated as 

interchangeable. A witness statement is often made for investigative purposes and may have a 

different evidential value to a confession or other statement, depending on the applicable 

provisions and the circumstances of its making. The authenticity and admissibility of a statement 

is not guaranteed simply because it is recorded.15 

 

3.4 Accuracy, integrity, and chain of custody 

For a recording to be useful to the courts, it must be complete and intelligible, and the recording 

must not be altered or tampered with. The recording should capture the proceeding from the 

relevant beginning to its conclusion, including any relevant breaks or interruptions. The identity 

of the person making the statement and the persons present should be established and documented. 

Any written record or transcript should be verified against the recording rather than used as a 

substitute for it. 

Secure handling procedures should be established. The original file should be kept in its original 

format, with a secure copy made for purposes of access, use, or presentation to the court. The date, 

time, device, operator, file format and transfer history should be recorded. Access to the file should 

be restricted and every transfer or copy should be documented. Where practicable, the use of hash 

values or similar integrity checks can demonstrate whether a file has been altered since it was 

secured. 

The chain of custody starts when the recording is made. It includes the device used, the person 

responsible for it, how the file was saved, the storage location, and all subsequent transfers. Failure 

to establish a proper chain of custody can lead to disputes about alterations, substitutions or other 

tampering with the recording.16 

 

3.5 Storage, privacy, and access 

 
15 Mathews v. Eldridge, 424 U.S. 319 (1976). 
16 Maryland v. Craig, 497 U.S. 836 (1990). 
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Recordings may contain potentially sensitive personal information, details of alleged offence, and 

potentially identifying information about vulnerable persons. They should therefore be stored in a 

secure environment with restricted access, copying, disclosure, and retention controls, as 

appropriate. Unauthorized circulation may be intimidating to participants and prejudicial to 

proceedings, and may violate privacy protections. 

Access to recordings should be available to the extent necessary for the accused to examine 

materials relied on in the proceedings, and to the court, consistent with applicable laws and 

protective measures. Redaction or restricted access may be necessary in some circumstances, but 

should not prevent effective examination of the evidence. Clear procedures should be established 

to address access, backup, encryption, retention, and secure deletion when retention is no longer 

required by law.17 

 

3.6 Benefits and limitations 

Audio-video recording can promote accountability by preserving an objective record of the 

process. It may help courts to determine the accuracy of the recording and to assess contested 

issues of fact or procedure, and may reduce the need to rely on potentially prejudicial hearsay 

evidence. 

Technology is not infallible. A recording may be incomplete, unclear, or edited. Camera placement 

may miss relevant conduct, and a person may be pressured off-camera or before the recording 

begins. Practical issues such as technical failure, audiovisual quality, lack of training, and uneven 

access to recording devices may affect the outcome.18 

 

CHAPTER 4: DEPOSITIONS THROUGH VIDEO CONFERENCING  

UNDER SECTION 195 BNSS 

4.1 Introduction 

Using video conference facilities or virtual software solutions enables witness attendance from a 

remote location with simultaneous availability to the court in real-time. VC can be convenient, 

time-saving, cost-effective and safe for vulnerable, disabled, distant or out-of-territorial-

 
17 Puttaswamy, (2017) 10 S.C.C. 1; see also Digital Personal Data Protection Act, No. 22 of 2023 (India). 
18 Nat’l Inst. of Standards & Tech., Digital Investigation Techniques: A NIST Scientific Foundation Review, 

NISTIR 8354 (2022). 
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jurisdiction witnesses. However, the procedure must comply with essential fair-trial requirements, 

such that the court has the ability to identify the person giving the evidence, administer oath, 

observe the witness, allow effective mode of questioning and safeguard against coaching or 

manipulation of deposition. 

 

4.2 Statutory framework and legislative context 

The Bharatiya Nagarik Suraksha Ordinance, 2023 provides a statutory framework for conducting 

criminal proceedings through electronic communication and audio-video electronic means and 

makes Section 195 applicable to recording of evidence of witness either in a form of 

videoconference or a designated place of inquiry. It shall be read with BNSS provisions in relation 

to inquiry and trial, relevant HC Rules as well as appropriate directions, orders and instructions in 

relation to electronic proceedings.19 

The Bharatiya Sakshya Adhiniyam, 2023 recognizes electronic and digital records under the Indian 

Evidence Act. Thus, evidence electronically transmitted or recorded from may be used, subject to 

the provisions in relation to relevance, proof and admissibility. The mere availability of procedural 

permissions to receive evidence remotely does not confer automatic reliability, relevance, or 

admissibility. Courts will always have to undertake scrutiny of fairness of proceedings and the 

question will continue to be whether it is a just and valid record of the evidence.Interpretation of 

Section 195 must also be read with the protection of fair trial, equality before laws and right to 

justice, particularly regarding the accused's right to know, comprehend, hear, challenge and be 

heard by the court and for the witness to testify freely and safely as available to them in 

conventional settings.20 

 

4.3 Procedure and judicial control 

VC shall be conducted under the direction and control of the presiding judge or magistrate. They 

shall determine whether to receive testimony remotely, taking into account the nature of the case, 

the witness’s status or proximity, necessity of physical presence, and the availability for providing 

 
19 Nat’l Inst. of Standards & Tech., Guide to Integrating Forensic Techniques into Incident Response, Special 

Publication 800-86 (2006). 
20 Int’l Org. for Standardization, ISO/IEC 27001:2022: Information Security Management Systems—Requirements 

(2022). 
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a secure connection. The court may ask the witness to appear in the court complex, consulate, 

prison or designated place equipped with staff and infrastructure. 

Before commencement of the proceeding before the witness, the court will confirm that the 

connection provides an adequate video image for the court to observe and hear the witness, and 

that the witness can see and hear the court. The court will satisfy itself as to the identity of the 

witness, by documentary proof or otherwise, and will record who else is present in the room. If 

possible, it will examine the general surroundings to make sure that there are no unauthorized 

persons present who might influence the giving of evidence by the witness 

The court shall administer the oath or affirmation in the conventional manner. The witness should 

be asked to respond in an audible manner and only one person is talking to the court at a time, and 

to advise the court immediately if the connection is lost or if any unauthorized persons enter the 

room. The record should reflect the entirety of the examination-in-chief, cross-examination and 

re-examination and any interruption, connection difficulties, pause, technical problems or 

measures taken to remedy such problems.21 

 

 4.4 Participation of witnesses and accused persons 

Remote attendance of witnesses is appropriate both for those witnesses present within or physically 

located in the court complex but unable to appear personally for example because of their 

vulnerability, intimidation, medical unfitness to travel or the risk that they pose in doing so as well 

as for those situated at a distance either because of their location or otherwise. Specific measures 

should be put in place for child witnesses, survivors of sexual offence, persons with disability and 

witnesses requiring interpreter/written assistance.22 

The participation via electronic communication of the accused in proceedings under the Code of 

Criminal Procedure, 1973 requires the utmost scrutiny. They must be provided with such an 

opportunity so as to be able to receive and understand the evidence received, and to instruct their 

counsel if confidentiality is required in accordance with their rights. 

 

4.5 Cross-examination and fair-trial rights 

 
21 Int’l Org. for Standardization, ISO/IEC 27037:2012: Guidelines for Identification, Collection, Acquisition and 

Preservation of Digital Evidence (2012). 
22 Council of Europe, Electronic Evidence Guide (2014). 



        Volume 4 – Issue 1          Journal of Multi-Disciplinary Legal Research (Peer-Reviewed)           ISSN: 2582-9947 

 

1514 
 

The right to cross examine is essential to test credibility, truthfulness and the absence of any 

improper bias. The ability of counsel to be able to test the witness through rigorous cross-

examination and for the witness to testify effectively may be undermined by issues arising from 

the technology used, including poor sound quality or delay which may result in missing parts of 

answers or difficulties for counsel in conducting the examination. The judge should take 

appropriate measures, including interrupting the proceedings from time to time to clarify any such 

difficulties and repeat any questions not understood by the witness 

In addition, the court needs to be in a position to assess whether the use of technology impacts on 

the ability of the accused to determine whether witnesses are believable. Demeanour is not a 

reliable indicator of veracity, but the court must have sufficient impression and hearing of the 

testimony for it to be reliable. 

Consequently, the court may, in exceptional circumstances or as appropriate, adjourn or change 

the venue of the hearing or require the attendance of the witness in person if the technical difficulty 

materially affects cross-examination and questioning.23 

 

4.6 Benefits of video conferencing 

In appropriate or necessary circumstances, VC enables increased access to justice through 

minimizing the costs, delays and adjournments of travel, and allows the participation of witnesses 

who would otherwise not be available or would put themselves or others at risk. It ensures greater 

safety for vulnerable or intimidated witnesses who are not required to give evidence in person, but 

who can still be effectively questioned by the prosecution and defence. 

Such use will promote efficiency of the courts and reduce their costs by avoiding transport of 

witnesses, whether prisoners or otherwise and allow effective management of court timetables, 

without loss of valuable adjournment court time to manage logistics.24 

 

4.7 Risks and safeguards 

• Connectivity or equipment failure: The possibility that the connection may not work properly, 

affecting the audio and/or video imagery, and/or there may be power failure, causing interruption 

to the giving of evidence, or loss of some parts of answers. This may be addressed by appropriate 

 
23 United Nations Office on Drugs & Crime, Cybercrime and Electronic Evidence (2013). 
24 Nat’l Informatics Ctr., Video Conferencing Services for Government (India). 
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testing, back up facilities for technology and interruption of the process while the video connection 

is inadequate. 

• Privacy and confidentiality: There may be disclosure of private information. This is dealt with 

by limiting access to the VC, secure storage and encryption of recordings and preventing 

unauthorized recording or dissemination of the hearing. Confidences of an accused with counsel 

will need to be safeguarded. 

• Coaching or outside influence: The possibility that the witness is coached or given instruction 

remotely via the technology or by consulting some other document not seen by the court. This may 

be addressed by ensuring that an appropriate room is used, verifying identities present, restricting 

communication during the giving of evidence and ensuring neutral facilities if necessary. 

• Inequality of access: The witness cannot or does not have access to technology. This may be 

addressed by providing access for the witness, including interpreters/assistants with specialized 

skills or accommodation for those unable to travel or use technology. 

• Loss of formality of the courtroom and discipline: Possible reduced solemnity and control of 

interruptions or breaches of protocol. This can be addressed by providing guidance to participants 

and ensuring procedures are followed by everyone.25 

 

CHAPTER 5: ADMISSIBILITY OF ELECTRONIC RECORDS UNDER THE 

BHARATIYA SAKSHYA ADHINIYAM, 2023 

1. Introduction and statutory framework 

The Bharatiya Sakshya Adhiniyam, 2023 (BSA), which came into force on 1 July 2024, replaces 

the Indian Evidence Act, 1872. It expressly recognises electronic and digital records as forms of 

documentary evidence. Its provisions reflect the reality that communications, financial 

transactions, public services and criminal investigations increasingly rely on digital systems. 

The BSA does not make every electronic file automatically admissible or trustworthy. A party 

must establish that the record is relevant and satisfy the applicable requirements for proving it. 

Questions of authenticity, integrity, source, accuracy and lawful collection remain central. The 

principal provisions are found in sections 2, 57, 61–63 and 86, read with the general rules 

governing relevance and proof.26 

 
25 Law Commission of India, The Evidence Act, 1872: A Critical Review (2003). 
26 Law Commission of India, Consultation Paper on Admissibility of Electronic Evidence (2017). 
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2. Meaning and scope of electronic records 

Section 2 defines “document” broadly to include electronic and digital records. The definition 

covers information recorded or stored through electronic, digital, magnetic, optical, computer or 

similar means. Examples include: 

- emails, text messages and instant-message conversations; 

- computer files, databases and server logs; 

- CCTV footage, photographs and audio recordings; 

- call-detail records and location information; 

- social-media posts and website content; 

- records stored on phones, computers, cloud services or removable media; 

- digitally generated business, banking and government records. 

The definition is technology-neutral. A record does not cease to be a document merely because it 

is stored in a format that cannot be read without a device or software. However, the party relying 

on it must be able to present and prove its contents in a legally acceptable way. 

 

3. Electronic records as documentary evidence 

Sections 61–63 establish the framework for proving electronic records. Section 61 provides that 

an electronic or digital record cannot be denied admissibility merely because it is electronic or 

digital. Subject to the BSA’s requirements, it has the same legal effect, validity and enforceability 

as other documents.27 

This principle removes the assumption that only paper records can prove facts. It does not, 

however, mean that an electronic record is conclusive evidence of the truth of everything it 

contains. The court must still consider its relevance, the manner in which it was produced, and 

whether it is genuine and reliable. 

A distinction must be made between: 

1. The original electronic record—for example, the data stored on the device or system where it 

was created; and 

2. A computer output or copy—such as a printout, exported file, copied video or downloaded 

message. 

 
27 Ministry of Electronics & Information Technology, Digital India Programme (India). 
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The method of proof may depend on which form is produced and whether the original source is 

available. 

 

4. Proof and certification under section 63 

Section 63 governs the admissibility of computer output, including printouts, copies and other 

outputs derived from electronic records. In general, the proponent must show that the output was 

produced by a computer or communication device in the ordinary course of use and that the 

statutory conditions relating to the system and the process have been met.28 

The conditions address matters such as: 

-regular use of the relevant device or system for the activity in question; 

-regular feeding or recording of information in the ordinary course; 

-proper functioning of the device or system, or the absence of any malfunction affecting the record; 

-the output being a reproduction or derivation of information supplied to the system in the ordinary 

course. 

Section 63 requires a certificate to accompany the electronic record when it is submitted for 

admission. The certificate is intended to identify the record, describe how it was produced, provide 

relevant particulars of the device or system, and address the statutory conditions. The BSA’s 

prescribed certificate format includes certification by the person responsible for the device or the 

relevant activity, together with an expert component. 

The certificate is not a substitute for every other form of proof. It does not automatically establish 

that the content is true, that the source account belonged to a particular person, or that the record 

was not manipulated before it entered the system. Those matters may require testimony, technical 

examination or other corroboration. The certificate’s adequacy and the circumstances of its 

preparation may also be challenged. 

Where the original device or record itself is produced and properly identified, the evidentiary 

analysis may differ from a case relying only on a copied output. Courts should apply the statutory 

text to the particular form of evidence and the manner in which it is tendered, rather than treating 

all electronic evidence as identical.29 

 

 
28 Supreme Court of India, Standard Operating Procedure for Video Conferencing (2020). 
29 E-Committee, Supreme Court of India, Draft Rules for Video Conferencing for Courts (2020). 
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5. Authentication: proving source and authorship 

Authentication means establishing that a record is what its proponent claims it to be. It is distinct 

from proving that the record’s contents are true. 

For example, a screenshot may be shown to be a genuine capture of a screen, yet the account 

displayed may not be proved to belong to the accused. Similarly, a video may be authentic as a file 

retrieved from a particular recorder, while the identity of the person shown remains disputed. 

Authentication can be supported by: 

- testimony from the person who created, received, recorded or maintained the record; 

- evidence identifying the device, account, system or recording location; 

- account-registration and access information; 

- system logs, metadata and audit trails; 

- digital forensic examination; 

- comparison with other reliable records; 

- admissions by a party; 

- evidence about routine business or institutional practices. 

A username, profile name, telephone number or email address alone may not conclusively 

establish who created or sent a message. Shared devices, compromised accounts, spoofing and 

unauthorised access are possible. Courts should assess identification in context and consider 

corroborating evidence.30 

 

 

 

 

6. Integrity, reliability and chain of custody 

Integrity concerns whether the record has remained complete and unaltered, or whether any change 

has been properly identified and explained. Reliability concerns whether the record was generated, 

collected and preserved through a dependable process. 

A sound chain of custody records the handling of evidence from collection to presentation in court. 

It should, where practicable, identify: 

 
30 E-Committee, Supreme Court of India, National Policy and Action Plan for Implementation of Information and 

Communication Technology in the Indian Judiciary (2005). 
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- who collected the device or record, when and where; 

- the source and condition of the device; 

- the method used to acquire or export the data; 

- each person who accessed, transferred or examined it; 

- storage locations and security measures; 

- any copying, conversion, compression or enhancement; 

- the tools and procedures used for forensic analysis. 

Investigators may use forensic imaging and cryptographic hash values to help show that a copy 

matches the data acquired at a particular time. A hash can help detect later changes to that copy, 

but does not by itself prove that the source data was genuine, complete or unaltered before 

acquisition. It is one safeguard within a broader evidentiary process. 

Poor documentation, unexplained gaps, uncontrolled access or inconsistent versions may weaken 

the weight of a record and, depending on the circumstances, affect its admissibility. A court should 

distinguish a technical defect that can be explained from a serious failure that makes the record 

unsafe to rely upon.31 

 

7. Audio-video recordings and transmitted evidence 

Audio and video evidence may be highly persuasive but is especially vulnerable to disputes about 

context, editing, identity and completeness. For CCTV, the proponent should establish the 

camera’s location, recording system, date and time settings, retention process and method of 

extraction. A mismatch between a device’s clock and actual time should be disclosed and, where 

possible, corrected through independent evidence. 

For audio recordings, relevant issues include speaker identification, clarity, continuity, background 

noise and whether the recording has been edited. The original or best available version should be 

preserved, and any enhancement or conversion should be documented. A transcript can assist the 

court but ordinarily should not replace the recording itself where the recording is available and its 

contents are disputed.32 

Electronically transmitted evidence—such as messages, email attachments or files sent through an 

online platform—may require proof of both the transmitted content and its source. Relevant 

 
31 Ministry of Law and Justice, The Constitution of India (India). 
32 Ministry of Home Affairs, The Bharatiya Sakshya Adhiniyam, 2023 (India). 
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supporting material may include server records, headers, delivery logs, device data and testimony 

from a recipient or system administrator. The fact that a file was received does not, by itself, 

establish who authored it or whether it was altered before transmission. 

 

8. Reliability challenges and digital manipulation 

Electronic records can be copied perfectly, but they can also be altered, fabricated or taken out of 

context. Common risks include: 

- editing, splicing or selective deletion; 

- manipulated timestamps or metadata; 

- account impersonation and spoofing; 

- malware or unauthorised access; 

- automated system errors; 

- incomplete exports or missing conversation threads; 

- synthetic or AI-generated audio, images and video; 

- compression or conversion that affects quality. 

Courts should avoid assuming that digital evidence is inherently more accurate than human 

testimony. Reliability depends on the source, system, collection method and corroboration. Expert 

evidence may be useful where the issue involves specialised technical matters, but the court retains 

responsibility for deciding admissibility and weight. 

The opposing party should have a fair opportunity to inspect the record, examine the certificate 

and underlying method, question relevant witnesses, and obtain appropriate technical assistance. 

Where disclosure of sensitive data is necessary, the court can consider protective measures that 

preserve fairness without exposing unrelated private information.33 

 

9. Privacy and lawful collection 

The admissibility of a record and the legality or propriety of obtaining it are related but distinct 

questions. Electronic evidence may contain private communications, location histories, medical 

information or data about people who are not parties to the case. Collection and disclosure should 

therefore be limited to what is relevant and legally authorised. 

 
33 Ministry of Home Affairs, The Bharatiya Nagarik Suraksha Sanhita, 2023 (India). 
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Investigators and parties should preserve relevant material without unnecessarily copying or 

circulating unrelated personal data. Courts may use redaction, restricted access, sealed records or 

other suitable safeguards. Privacy concerns should not be used to conceal relevant evidence, but 

neither should evidentiary needs justify indiscriminate access to personal devices or accounts.34 

 

CHAPTER 6: EVALUATION, RECOMMENDATIONS AND CONCLUSION  

6.1 Evaluation: Technology and the Search for Truth 

The BNSS 2023 and BSA 2023 recognises the value of technology for enhancing criminal 

investigation and trial proceedings. The BNSS provides for technology-assisted procedures like 

audio-video recording of certain investigations and trial judgements and use of electronic means 

of communication and video-conferencing as admissible in appropriate cases. The BSA accepts 

electronic and digital records as evidence and specifies rules for proof and admissibility. 

Both provisions may contribute to a search for truth and justice in different ways. For example, a 

recording can be more complete than a written note on an oral statement. Video-conferencing can 

provide an easier way for witnesses and accused person to give their evidence without being 

present in the same place as the trial or other persons present. Moreover, electronic and digital 

records can preserve oral messages and related material. Thus, the laws may help bring about 

greater openness and reduce possibilities of coercion and obstruction at the time of trial. 

The use of technology can, nonetheless, be misleading and should not replace procedures of truth-

seeking like witness examination, testing of materials, and court scrutiny. An incomplete, unclear, 

doctored, or easily manipulable recording or electronic message can be mistaken for the truth. 

Coercion may also take place through technological means. The above laws should be applied in 

conjunction with principles of voluntariness and impartiality to ensure the truth is established in 

accordance with law.35 

 

6.2 Implementation Challenges 

These laws can become effective only if there is proper infrastructure in courts of law, police 

stations, prisons, and forensic laboratories to utilize the technology. 

 
34 Information Technology Act § 43A (India). 
35 Digital Personal Data Protection Act, No. 22 of 2023 (India). 
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Audio-video recordings require suitable, disturbance-free environments, consistent power supply, 

and quality and storage devices. A recording should be clear enough for one to be able to 

understand, interpret, and use it. Inconsistency in quality due to poor storage or malfunctioning 

devices can limit the extent to which the recording can be used. Connectivity and power problems 

may impede the functioning of electronic communication and video-conferencing. 

Some institutions and individuals may benefit from these laws more than others. Those who 

possess advanced technology may be able to use them better than those who do not. Moreover, 

this can increase the burden on the police, prosecution, and defence and may result in 

disproportionate procedural safeguards or differences between the capacities of urban versus rural 

areas.36 

Technology can only create new opportunities for crime and cover-up if not managed carefully. 

Audio-video recordings and other forms of electronic communication may involve issues of data 

privacy and protection. These materials contain non-criminal information like a person’s health, 

family, or personal life and should be kept confidential wherever possible. 

The laws may require recording or remote depositions (statement or testimony given in advance 

and then read to the court). These processes may raise concerns of consent or coercion as well as 

evidence rules regarding disclosure, use, and protection. Laws need to specify how recordings 

should be taken, authenticated, and stored, for how long, and who has the responsibility to manage 

these materials. 

These issues can arise in specific circumstances – for example, the use of technology to record and 

communicate in cases of child or sexual assault. While technology can sometimes assist in such 

cases, it may also be a barrier to justice by violating principles of confidentiality and protection 

for the witness. 

 

 6.3 Recommendations 

Based on the above discussion some recommendations can be suggested: 

1. Uniform national protocols should be issued by the respective agencies related to recording and 

video-conferencing with regard to recording the statement of the accused. Such guidelines may 

specify matters like taking depositions, video-linking, identification and recognition of 

 
36 Bharatiya Sakshya Adhiniyam ,61–63. 
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participants, swearing-in, interruptions during recording, noting any consent or objection to 

recording 

2. Adequate infrastructure at the police stations, courts of law, prisons, and forensic laboratories 

should be provided in order to put these laws into practice. 

3. Judicial and non-judicial personnel, police, prosecution, defence counsel, and the courts should 

be offered regular trainings and instructions about the new law, including technology utilisation, 

its impact on voluntariness and admissibility of the evidence, and implications for rights of defence 

like right to cross-examine and disclosure. 

4. Safeguards should be put in place to maintain the integrity and reliability of the audio-video 

recording and electronic records like preservation of the source file in its native format, where 

practicable, the recording and timestamp of the file’s creation or receipt, or its subsequent transfer, 

conversion, copying or viewing. Any modification or transmission of the source file must be 

traceable and documented with appropriate hashing functions and auditing procedures. Moreover, 

such measures should be taken to safeguard the privacy and accessibility of the materials. 

5. Special procedures should be designed with regard to judicial review of recordings or whether 

any particular technology was used. Courts should assess whether a remote or recorded procedure 

was appropriate, and be empowered to decide whether in person procedure should replace it, or 

adjournment, re-examination or alternative recording is necessary. 

6. Judicial, procedural and technological measures should be adopted so that accused and counsels 

can participate and inspect materials and challenge them on evidentiary grounds. Where the use of 

new technology may have a negative impact on rights of the accused or witnesses, such safeguards 

like confidentiality of the communication channel between the accused and his counsels should be 

put in place. 

7. Technology-related procedural defaults, like technological failure or inability of one of the 

parties to use the proposed technology, should be accommodated. Moreover, reasonable 

accommodation should be provided for disabilities or other difficulties that might arise because of 

the use of the technology. 

8. Audits and guidelines should be issued related to the implementation, utilisation of technology; 

security, accessibility, and possible delays and other issues. Reports and review should be 

undertaken on a regular basis as necessary and appropriate to take further action. 
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6.4 Conclusion 

The BNSS 2023 and BSA 2023 laws provide a robust framework within which technology can be 

integrated into the functioning of the courts of law and improve criminal investigation and trial 

procedures by increasing access to justice and reducing delays. These laws open up opportunities 

for innovation while creating some constraints and requiring appropriate guidelines and standards. 

The application of such laws in practice is dependent upon infrastructure and training of 

individuals, uniformity of implementation, safeguards for evidence integrity, and opportunities for 

judicial review and oversight. 

A true and just decision should be made with the help of technology rather than substituting 

existing procedural rules. Audio-video recording and electronic and digital records, though helpful 

tools, can provide misleading information if their authenticity and reliability are not questioned 

and the accused and witnesses are allowed to raise challenges. 

 

6.5 Scope for Further Research 

The implementation and challenges of these provisions can vary widely across states and levels of 

courts. Further research can be taken to explore the application of these laws at different levels and 

in different states along with examining the impact of the provisions like remote depositions on 

witnesses’ willingness to testify. Court practices and procedures concerning contested recordings 

and materials can be explored. Studies may also be conducted to evaluate the laws in relation to 

international standards, data protection provisions, and forensic science procedures. Moreover, 

research can be undertaken to measure the extent of utilisation of this technology; if it leads to 

delays or costs; and if the benefits outweigh the costs. These are the aspects that are required to be 

explored to further understand how technology is impacting our criminal justice system. 
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